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1. TOm tit

Pién thoai thong minh duoc sir dung phd bién trong thoi dai ngay nay. Trong dé, dién thoai
st dung hé diéu hanh Android dugc sir dung nhiéu hon so véi cac dién thoai sir dung céc
hé diéu hanh khac. Nguy co bao mat ¢ thé ton tai & nhiéu thanh phan khéac nhau caa dién
thoai st dung hé diéu hanh Android, vi du nhu cic @ng dung cai sin, thanh phan
Application Framework, tham chi 1 & thanh phan Linux Kernel. Phét hién that thoat théng
tin nhay cam trong cac dién thoai sir dung hé diéu hanh Android 12 mot huéng nghién ciu
duoc quan tam. Cac nghién ciru hién tai chu yéu tap trung phan tich nguy co bao mat trong
cac ng dung cai sin trén dién thoai s dung hé diéu hanh Android. Trong qua trinh phan
tich nguy co gy ro ri théng tin nhay cam trong cac (rng dung cai san, cac nghién ctu hién
tai chu yéu phan tich trén tng dung don. Trong luan an nay, chiing t6i dé Xuat cac phuong
phap cai thién do chinh x4c trong viéc phat hién that thoat thong tin nhay cam qua lién tng
dung va phuong phap phat hién that thoat théng tin nhay cam trong thanh phan Application
Framework cua hé diéu hanh Android. Két qua thuc hién cua luan an cho thiy cac dé xuat
trong luan &n c6 thé duoc st dung dé rut trich cac thanh phan khac nhau trong hé diéu hanh
Android cua nhiéu hang dién thoai khac nhau va c6 thé phan tich nguy co gay that thoat
théng tin nhay cam trong hai thanh phan & mirc cao nhat cua hé diéu hanh Android 13 (ng

dung va Application Framework.



2. Cac dong gop chinh cua luan an

Thi nhat, luan an dé xuat phuong phap cai thién do chinh xac cua viéc phat hién that thoat
théng tin nhay cam trong cac tng dung Android. Cu thé phuong phap dé xuat cho phép mé
rong céc loai giao tiép lién ung dung, kiém tra kha niang ton tai cua cac giao tiép lién ung
dung, tiét kiém thoi gian trong qua trinh phan tich déng. Mot phan néi dung cua dong gop
nay dugc dang trong tap chi Cluster Computing (Springer, I1SI, IF: 2.04) [CB1, CB2], ky
yéu hoi nghi ICISA2016 (Springer) [CB3] va ICCSN2017 (IEEE) [CB5].

Thi hai, luan an dé xuat phuong phéap ap dung k¥ thuat phan tich ludng di liéu trong (ng
dung Android dé phat hién that thoat thong tin nhay cam trong thanh phan Application
Framework trong firmware Android. Mot phan noi dung caa phuong phéap nay duoc trinh
bay tai IEEE MDM2017 [CB4], FAIR2017 [CB6]

Thi ba, dong gop vé mat ky thuat trong viéc phat trién cac cdng cu phuc vu cho qua trinh
thuc hién cac dé xuat cua luan an. Miac du, dong gop thtr ba mang tinh ky thuat 1a cha yéu,

tuy nhién cong sac ma chang tdi bo ra 1a dang ghi nhan trong qua trinh thuc hién luan an.

Bén canh d6, mot dong gbp phu khac caa luan an 1a xay dyng bo dir liéu thir nghiém cé s6
kich ban chira day du trudong hop gay that thoat thong tin nhay cam hon. Pay duoc xem la
dong gop gia tri cho cong dong nghién ciru trong linh vuc nay. Bo dir liéu thir nghiém nay
nhan dugc y kién phan hdi tich cuc tir cac nhdm nghién ciu lién quan. Mot phan noi dung
ctia dong gdp nay dugc trinh bay tai hoi nghi ICCAI2019 [CB8] (ky yéu dugc xuat ban boi
ACM).
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