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Dién thoai thong minh duoc st dung phd bién trong thoi dai ngay nay. Trong do, dién
thoai str dung h¢ diéu hanh Android duoc st dung nhiéu hon so v6i cac dién thoai st dung cac
hé didu hanh khac. Nguy co bao mat c6 thé ton tai & nhiéu thanh phan khac nhau cua dién thoai
stt dung hé diéu hanh Android, vi du nhu cac Gng dung cai sin, thanh phan Application
Framework, tham chi 1a & thanh ph?m Linux Kernel. Phat hién that thoat thong tin nhay cam
trong cac dién thoai st dung h¢ diéu hanh Android 12 mot hudng nghién ctru dugc quan tam.
Céc nghién ciru hién tai cha yéu tap trung phén tich nguy co bao mat trong cac tmg dung cai
san trén dién thoai sir dung hé diéu hanh Android. Trong qua trinh phan tich nguy co gdy 10 ri
thong tin nhay cam trong cac mg dung cai san, cic nghién ctru hién tai chii yéu phan tich trén
mg dung don. Trong luan 4n nay, chiing t6i dé xuat cac phuong phap cai thién d6 chinh xac
trong viéc phat hién that thoat thong tin nhay cam qua lién ing dung va phuong phép phat hién
that thoat thong tin nhay cam trong thanh phan Application Framework cua hé diéu hanh
Android. Két qua thuc hi¢én cia luan an cho théy cac dé xuét trong luan an cé thé dugce st dung
dé rut trich cac thanh phﬁn khéac nhau trong hé diéu hanh Android cta nhiéu hang di¢n thoai
khac nhau va c6 thé phan tich nguy co gdy that thoat thong tin nhay cam trong hai thanh phan
& mirc cao nhat ctia hé diéu hanh Android 13 tmg dung va Application Framework.

Trong qué trinh thyc hién luan 4n nay, nghién ciru sinh cong bd 09 bai bao, trong d6 02
bai tap chi thudc danh muc ISI (v6i [F=2.04), 02 bai tap chi trong nudc thudc danh muc tinh
dén 01 diém ciia Hoi dong chirc danh gido su nha nudc, va 05 bai bao dang trén ky yéu hoi
nghi khoa hoc qudc té.

Bén canh do, trong qua trinh thyc hién luan an, nghién ctru sinh cung tap thé can b hudng
dan tham gia thyc hién cac dé tai nghién ciru khoa hoc va ding ky cac giai phap hitu ich lién
quan truc tiép dén cac cong viéc chinh cia luan an. Cu thé nghién ciru sinh va can bd hudng
dan tham gia hai d¢ tai nghién ctru khoa hoc. Trong d6, mot dé tai nghién ctru khoa hoc cp S¢
khoa hoc va cong nghé TP.HCM, mot dé tai nghién ctru khoa hoc thudc loai dé tai B, Pai hoc
Quéc gia TP.HCM.

Ngoai ra, nghién ctru sinh va can bo huéng dan ding ky hai gidi phép hitu ich theo hai
quyét dinh ctia Cuc Sé hiru tri tué, B Khoa hoc va Cong nghé.



Chuong 1. TONG QUAN

1.1 Giéi thiéu tom tit vé céng trinh nghién cieu

Trong luin 4n nay, nghién ctru sinh d& xuit mot s6 phuong phap cai thién do chinh xéac
cua viéc phét hién that thoat théng tin nhay cam trong thiét bi sir dung hé diéu hanh Android.
Cu thé nhu sau:

Thi nhét, luin 4n dé xuat phuong phap cai thién d6 chinh xac cua viée phat hién that thoat
thong tin nhay cam trong céc tmg dung Android. Cu the phuong phép dé xuat cho phép mo
rong cac loai giao tiép lién tng dung, kiém tra kha ning ton tai cua cac giao tiép lién tng dung,
tiét kiém thoi gian trong qua trinh phan tich dong. Mot phan ndi dung ciia dong gbp nay duoc
dang trong tap chi Cluster Computing (Springer, ISI, IF: 2.04) [CB1, CB2], ky yéu hoi nghi
ICISA2016 (Springer) [CB3] va ICCSN2017 (IEEE) [CB5].

Thi hai, luan 4n dé xuét phuong phap ap dung k§ thuat phén tich ludng dir liéu trong Gmg
dung Android dé phat hién that thoat thong tin nhay cam trong thanh phan Application
Framework trong firmware Android. Mot phan noi dung cua phuong phép nay duoc trinh bay
tai [IEEE MDM2017 [CB4], FAIR2017 [CB6]

Thir ba, dong gop v€ mac ky thuat trong viéc phat trién céc cong cu phuc vu cho qua trinh
thuc hién cac dé xuit cua ludn an. Mic du, dong gop thir ba mang tinh ky thuat 1a chu yéu, tuy
nhién cong strc ma chiing toi bd ra 1a dang ghi nhan trong qua trinh thyc hién luan an.

Bén canh d6, mot dong gép phu khac ctia luén an 1a xay dung bo dir liéu thtr nghiém c6
s6 kich ban chtra day du truong hop gay that thoat théng tin nhay cam hon. Pay duoc xem la
dong gop gia tri cho cong ddng nghién ciru trong linh vyc nay. Bo dit lidu thir nghlem nay nhan
duogc ¥ kién phan hoi tich cuc tir cac nhom nghién ciru lién quan. Mot phan noi dung ctia dong
gop nay duoc trinh bay tai hoi nghi ICCAI2019 [CBS8] (ky yéu xuat ban boi ACM),

1.2 Muc dich, @i twong va pham vi nghién ciu

Muc dich nghién ciru: D¢ xuat cac phuong phap cai thién d6 chinh xac trong viéc phét
hién that thoat thong tin nhay cam trong céac thiét bi st dung hé diéu hanh Android. Cu thé luan
an phan tich nhiéu thanh phan khac nhau ctia hé diéu hanh Android bang cach tap trung phan
tich luéng thong tin nhay cam trong cac tmng dung cai sin va thanh phin Application
Framework ctia hé diéu hanh Android. Két qua nghién ctru c6 thé duogc st dung cho viéc gom
nhom céc tmg dung c6 kha nang két hop gay that thoat thong tin nhay cam dé tir d6 ngudi ding
biét dugc co nén cai mot ing dung nao d6 khi két hop nod véi cac ung dung khac hay khong.
Két qua nghién ctru cling c6 thé dugc sir dung dé danh gia kha nang giy that thoat thong tin
nhay cam trong cac thiét bi st dung hé diéu hanh Android.

Poi twgng nghién ciru: Luan an tap trung vao viéc phan tich hai thanh phan chinh ctia hé
diéu hanh Android 14 cac ing dung va thanh phan Application Framework.

Pham vi nghién ctru:

Luan an tap trung vao viéc phat hién that thoat thong tin nhay cam thong qua vi¢c xac dinh
sy ton tai ctia ludng dir liéu gay that thoat thong tin nhay cam trong hai thanh phan chinh ctia
hé diéu hanh Android 14 cac ng dung va Application Framework. Trong pham vi ciia luan an
nay chung toi dung FlowDroid [1], IC3 [2] va danh sach ham Source-Sink cap nhat tir SuSi [3]
dé phat hién ludng dir liéu gay that thoat thong tin nhay cam. Vé mat k§ thuat, danh sach cac
ham Source-Sink nay c6 thé b6 sung trong tuong lai ma khong can thiét phai thay doi phuong
phap dé xuat. Luong dir liéu gay that thoat thong tin nhay cam c6 thé trong mot g dung hogc
c6 thé di qua nhiéu ing dung khic nhau. Trong truong hop, ludng dir liéu qua nhiéu tmg dung,
chung t6i phan tich cac ham thyc hién chirc ning giao tiép lién ¢ ng dung dé xac dinh chudi cac
ung dung ma luong thong tin di qua. Luan an chi xét cac giao tiép lién tmg dung sau:

- Giao tiép thong qua Intent (bao gom céc thanh phan Activity, Service, Broadcast
receiver).

- Giao tiép thdng qua Content Provider.

- Giao tiép thdng qua viéc doc va ghi trén cling mot tap tin chia sé.
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Luan an khong xét cac kénh giao tiép khac nhu dung chung bd nhé¢ RAM, dung chung
quy tac dinh nghia trudc — covert chanel (Vi du: ing dung thir nhat chinh d¢ sang man hinh,
ung dung thar hai doc gié tri d§ sdng man hinh,...),...

1.3 Y nghia khoa hoc va thyc tién cia dé tai

Céc nghién ciru lién quan hién tai cha yéu tap trung phan tich kha nang gay ro ri thong tin
nhay cam trong timg rng dung don. Can c6 nhiéu nghién ctru hon trong huéng nghién ciru lién
quan dén k¥ thuat phan tich két hop giita phan tich tinh va phén tich dong trén nhém tmg dung
dé danh gia kha ning gay that thoat théng tin nhay cam. Luén 4an dé xuat cac k¥ thuat phan tich
tinh lién Ung dung, dong lién tmg dung va tinh dong két hop lién tmg dung nham giai quyét
cac han ché cua cac nghién ctru lién quan hién tai.

Viéc danh gia nguy co gay thit thoat thong tin nhay cam trén cac thiét bj Android khong
nhirng tién hanh phan tich ludng thong tin nhay cam lién Gmg dung trong cac ing dung cai san
ma con trong cac thanh phan khac nhu Application Framework trong cac hé diéu hanh Android.
Luan 4n dé xuat phuong phép cai thién do chinh xac cta viéc phat hién that thoat théng tin
nhay cam trong cac thiét bi Android bang cach phan tich luéng dit liéu nhay cam trong hai
thanh phan chinh cta hé diéu hanh Android 1a cac Gmg dung va Application Framework.

Két qua nghién ctru cta luan an c6 thé duoc ap dung trong viéc gom nhom céc ing dung
¢6 nguy co két hop dé thuc hién viéc gay that thoat thong tin. Viéc gom nhém nay cho phép
ngudi dung biét dugc ¢ nén cai mot tng dung nao dé chung véi cac tng dung khac hay khéng.
Bén canh d0, két qua ciia ludn an c6 thé duoc sir dung dé danh gia cac firmware Android tiy
bién trude khi nap chiing vao dién thoai.

1.4 B cuc cha luan an

No6i dung cua luan an dugc b6 cuc gém 5 chuong, tai liéu tham khao va phu luc.
Chuong 1: M& dau.

Chuong 2: Tong quan tinh hinh nghién ctru.

Chuong 3: Co so 1y luan va gia thuyét khoa hoc.

Chuong 4: Hudng tiép can cta ludn an.

Chuong 5: Két luan



Chuong 2. TONG QUAN TINH HINH NGHIEN CUU

2.1 Cac dinh nghia dwoc sir dung trong luan an

Pinh nghia 1: Dir li¢u nhay cam la céc loai dir li¢u can duoc bao vé, va can phai dugc su
giam sat ctia ngudi dung trude khi giri ra khoi thiét bi.

Theo [4], dit liéu nhay cam trong cac dién thoai stir dung hé diéu hanh Android dugc gom
thanh ba nhom chinh: Personal Information, Sensitive Data Input Devices, Device Metadata.
Trong d6, Personal Information 1a cac dir li€u ca nhan, vi du nhu: danh ba, lich, ...; Sensitive
Data Input Devices 1a cac dit liéu tir cac cam bién (sensor) cua thiét bi nhu: GPS, Microphone,
Camera,...; Device Metadata la cac thong tin cua thiét bi nhu s6 IMEL thong tin mang, s6 dién
thoai,...

Personal
Information

Sensitive
DataInput
Devices

Device
Metadata

Hinh 1. Ba nhém dix liéu nhay cam trong dién thoai sir dung hé diéu hanh Android

Pinh nghia 2: Ngudn nhay cam (Sensitive Source) 1a cac 1oi goi ham ding dé doc cac dir
li¢u nhay cam.

Vi du ham getDeviceld (Poan ma 1) ding dé doc sé IMEI cia dién thoai 1a mot trong
nhirng dit liéu nhay cdm thu¢c nhom Device Metadata.

Poan mi 1. Ham doc s6 IMEI ciia dién thoai
<com.android.internal.telephony.gsm.GSMPhone: java.lang.String
getDeviceId()> (UNIQUE IDENTIFIER)

Pinh nghia 3: Dich nguy hiém (Critical Sink) 1a cac 1oi goi ham dung dé giri cac dit liéu
ra khoi thiét bi.

Vi du ham sendTextMessage (Poan ma 2) dung dé giri thong tin ra khoi thiét bj thong qua
tin nhin SMS.

Poan ma 2. Ham giki tin nhin
<android.telephony.gsm.SmsManager: void
sendTextMessage (java.lang.String, java.lang.String, java.lang.String, a
ndroid.app.PendingIntent, android.app.PendingIntent)> (SMS MMS)

Dinh nghia 4: Exit Point 1a cac 161 goi ham dung dé giri dit liéu ra khoi tmg dung.
Vi du ham strartActivity la ham dung dé guri dir liéu tir tng dung nay sang ung dung khac
thdng qua Intent.

Poan ma 3. Ham startActivity
<android.support.v7.app.AppCompatActivity: void
startActivity (android.content.Intent) >




Pinh nghia 5: Entry Point 1a cac 161 goi ham duoc cac tng dung sir dung dé doc dit licu
tor bén ngoai cuia ung dung.

Vi du ham <android.support.v7.app.AppCompatActivity:
android.content.Intent getIntent ()> dung dé doc thong tin trong Intent.

Pinh nghia 6: Ludng dit liéu nhay cam (Sensitive Data Flow) 1a ludng thong tin di tir
nguon nhay cam dén dich nguy hiém.

Hinh 2 trinh bay céc loai ludng dit liéu trong mét ing dung Android. Trong d6, ludng dit
lidu (A) 12 ludng dit liéu nhay cam. Ludng dit liéu (B) doc dit liéu nhay cam (nguon nhay cam)
sau d6 giri dén cac ham cho phép gui dir liéu ra khoi img dung (Exit Point). Ludng dit liéu (C)
nhan dir lidu tir cac tmg dung khac bang cac ham Entry Point va guri dit liéu dén cac ham Exit
Point. Trong khi d6, ludng (D) cho phép nhén dit liéu tir cdc ham Entry Point va giri dén céc
ham gay ro ri dit liéu ra khoi thiét bi (dich nguy hiém).

App X

Sensitive Source @ Critical Sink

D Entry Point O Exit Point

Hinh 2. Céc loai ludng dir li¢u trong mét &ng dung

Pinh nghia 7: Ludng dit liéu nhay cam lién tmg dung (Inter-Application Sensitive Data
Flow) 14 ludng dit liéu nhay cam c6 ngudn bat dau & mot tng dung va dich két thiic & mot tng
dung khac.

Hinh 3 trinh bay minh hoa mét ludng dit liéu nhay cam giita hai tng dung X va Y.

App Y
App X

Giao tiép

lién &g dy
=C> ién &ng dung N =©

Sensitive Source @ Critical Sink

Entry Point O Exit Point

Hinh 3. Hinh minh hoa ludng dir ligu nhay cam lién ng dung

2.2 Tong quan vé hwéng nghién ciru phat hign that thoat dir ligu nhay cam trong
cac thiet bi sir dung hé dieu hanh Android

Theo thdng ké ctia Gartner [5] thiét bi di dong ludn chiém thi phan cao. Theo mdt nghién
ctru khéc tir IDC [6], Android 1 hé diéu hanh dién thoai di dong phd bién nhét so voi cac hé
diéu hanh khac. Theo théng ké cuia Symantec [7], c6 dén 94% cac ho ma doc méi trén dién
thoai di dong nhdm dén hé diéu hanh Android. Cac théng ké nay la dong luc cho viéc trién
khai c&c nghién ctru lién quan dén viéc phan tich bao mat trén cac thiét bi st dung hé diéu hanh
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Android. Ciing theo thdng ké cua Symantec [7], trong cdc nguy co bao mat trén hé diéu hanh
Android, danh cap dir lidu nhay cam chiém ty 1é cao nhat v6i 36%. Qua cac thong ké nay,
chung ta thdy rang viéc phat hién thit thoat dit liéu nhay cam trén cac dién thoai Android 1a
can thiét.

Thét thoat thong tin nhay cam 13 hanh dong lam rd ri dit liéu nhay cam ra khoi thiét bi.
Ttec 14 ton tai cac ludng dit liéu nhay cam theo Dinkh nghia 6 hoac Pinh nghia 7. Hinh 4 mé ta
truong hop dir liéu nhay cam bi that thoat ra khoi thiét bi.

O

Hinh 4. Minh hea ludng dix liéu nhay cam

Hé diéu hanh Android c6 nhiéu thanh phan khac nhau (Hinh 5), nhu: Applications,
Application Framework, Libraries, Linux Kernel,... V& mit Iy thuyét, nguy co gay that thoat
th6ng tin nhay cam c6 thé ton tai & bat ky thanh phan nao cta hé diéu hanh Android. Nhu vay,
viéc danh gia nguy co gay that thoét thong tin nhay cam trong hé diéu hanh Android ¢6 thé
dugc thyc hién bang cach phén tich cac thanh phan nay. Tuy nhién, trong thyc té, theo danh
séch 47 nghién ctru lién quan chinh ma nghién ctru sinh tham khao thi c6 dén hon 85% céc
nghién ctru tap trung vao viéc phén tich cac tmg dung Android, tirc 1a dbi twong nghién ciru
clia cac nghién ctru nay 1a that thoat di liéu nhay cam trong thanh phan Applications. Trong
khi d6, chi c6 chura dén 15% cac nghién ctru lién quan chon déi tugng nghién ctru 1a Android
firmware.

| APPLICATIONS LAYER :
: ( Home ) ( Contacts ) [ Phone ] [ Browser J ( ] :
r APPLICATIONS FRAMEWORK LAYER |
| |
| ( Activity Manager ) (Window Manager) CContent Providers) (View Systemj |
| |
I ( Package j Telephony j Resource ) Location j Notification j |
| Manager Manager Manager Manager Manager |
P ————— Ty ——— P ————— T |
LGS ANDROID RUNTIME

(Surface Manager) (Media Framework) ( SQLite ) . )
Core Libraries

( OpenGL/ES ) ( FreeType ) ( Webkit ) Davik Virtual Machine

( SGL ) ( SSL ) ( libc )
LINUX KERNEL LAYER

( Display Driver ) C Camera Driver ) (Flash Memory DriveD @inder (IPC) DriveD

( Keypad Driver ) ( WIFI Driver ) ( Audio Drivers ) ( Ma:;_)gvfr;:ent )

Hinh 5. C4u trac h¢ diéu hanh Android

Trong cac nghién ctru phan tich tmg dung Android c6 thé dugc chia thanh hai nhom. Nhom
thir nhat 1a khong dya vao viéc phan tich ludng dit liéu nhay cam ma dia vao cac dau hiéu lién
quan dén viéc gy that thoat théng tin nhay cam nhu su xuat hién ham truy cap dir liéu nhay
cam, ham giri dir liéu ra khoi thiét bi [8, 9]. Nhom thir hai tép trung vao viéc phan tich ludng
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dir lidu nhay cam, tirc 1 kiém tra chinh xac dit liéu nhay cam c6 that sy bi giri ra khoi thiét bi
hay khong.

V6i huéng nghién ciru thir nhit, ho tap trung vao viéc phat hién sy c6 mit cing luc cia
cac ham truy c@p dir liéu nhay cam va ham gui dit liéu ra khoi thiét bi (Hinh 6). V6i hudng
tiép can ndy, chung ta c6 thé kiém tra sy xudt hién ciia cac quyén tuong Gng v6i nguon nhay
camva dich nguy hiém. Kirin [8] 1a mot nghién ciru dién hinh cho hudéng nghién ctru nay. Kirin
kiém tra sy xuat hién dong thoi cac quyén han lién quan dén nguon nhay cam va dich nguy
hiém dé phat hién kha nang gay that thoat thong tin nhay cam. Trong khi d6, MAD-API [9]
kiém tra sy xuét hién cua nguon nhay cam va dich nguy hiém trong cac mg dung.

o o Q2 o
+ =Z + =)
= © € £
] I o
i~ x < <

Hinh 6. Phat hién that thoat thong tin nhay cam bang viéc kiém tra su ton tai cia Nguon nhay cam
va Pich nguy hiém

Viéc khong biét kha nang lan truyén dir lidu tir nguon nhay cam dén dich nguy hiém s&
lam giam do chinh x4c trong viéc phat hién that thoat thong tin nhay cam ciia cac nghién ctru
theo hudng nay. Vi sy xuét hién ham truy cap dur liéu nhay cam va ham guri dir liéu ra khoi
thiét bi c6 thé 1a trudng hop clia viéc gay that thoat dit liéu nhay cam cling co thé 1a L truong hop
khong gay that thoat dir liéu nhay cam. Vi du trong Hinh 7, mic du ton tai ca nguon nhay cam
Va dich nguy hiém, tuy nhién day khong phai 1a trudng hop giy that thoat thong tin nhay cam.
Vi thong tin dugc giri ra khoi thiét bi 14 dir lidu duoc lan truyén tir ham doc dir liéu khong nhay
cam.
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Hinh 7. Minh hoa cho truong hop ton tai Ngusn nhay cdm va Pich nguy hiém nhung khong giy thit
thoat thong tin nhay cam

Nhu véy, phan tich hanh trinh lan truyén dit liéu tir nguon nhay cam dén dich nguy hiém
(tire ludng dit liéu nhay cam theo Pinh nghia 6 va Dinh nghia 7) 1a diéu can thiét dé phat hién
chinh x4c cac trudng hop giy thit thoat thong tin nhay cam ra khoi thiét bi (Hinh 8). Pic diém
chinh ctia k§ thudt ndy 1a xac dinh chudi cac ham lan truyén dit liéu tir nguon nhay cim dén
dich nguy hiém dé phat hién sy that thoat thong tin nhay cam thay vi xac dinh sy ton tai cua
nguon nhay cam va dich nguy hiém. Cé nhiéu nghién ciru lién quan su dung hudng tiép can
nay [10-27]. FlowDroid [1] 14 cong cu mé ngudn mé duoc sir dung phd bién (1130 trich dan,
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dén ngay 30/3/2019) trong cac nghién ciru lién quan dén viéc phan tich ludng dir liéu trong cac
tmg dung Android. Tuy nhién, FlowDroid chi h trg phén tich trong timg thanh phan cta tng
dung Android, do do6 can phai cai tién n6 dé hd tro cho viée phan tich toan by tng dung Android
va tham chi phan tich trén lién rng dung.

Kiém tra
Kiém tra

Kiém tra

Hinh 8. Minh hea cho viéc phat hién that thoat thong tin nhay cam théng qua viéc phan tich ludng
di ligu

Phén tich ludng dit liéu trong céc ing dung Android c6 thé thuc hién theo hudng tiép can
phan tich trén tng dung don hodc phan tich trén lién tng dung. Phat hién that thoat thong tin
nhay cam trong Android bang cach phan tich ludng dif liéu trong tmg dung don s& gip han ché
trong viéc phat hién cac ludng dit liéu co6 ham truy cap dit liéu nhay cam va ham gui dit liéu
nhay cam ra khoi thiét bi ndm trén hai Gmg dung khac nhau. Vi luc d6, ludng dit liéu duoc xac
dinh trong timg tng dung chua thé mang dic diém cia mot ludng dit liéu nhay cam. Vi du
trong Hinh 9 thé hién mot trudng hop ludng dir liéu gy that thoat thong tin nhay cam trai dai
qua ba tmg dung. Cu thé nguon nhay cam va dich nguy hiém nam & hai timg dung khac nhau
(Appl va App2). Hudng tiép can phan tich ludng dit liéu trén timg tng dung don s& khong phat
hién truong hop nay.
Appl App2 App3

O—L] O—L]

O

—P  JACLink Ngudn nhay cdm O Exit Point (Out)

Internal Link @ Dich nguy hiém D Entry Point (In)

Hinh 9. Minh hoa trwong hop ludng dir liéu nhay cam lién Gng dung

Nhu vy, viéc phan tich ludng dir liéu trén lién g dung 13 can thiét dé ting d¢ chinh xac
trong viéc phat hién that thoat thong tin nhay cam. C6 nhiéu nghién ctru theo hudng tiép can
phan tich ludng dit liéu lién tmg dung. Trong d6, dién hinh 1a DidFail [25], ApkCombiner [28],
Amandroid [10], JITANA [27].

ApkCombiner [28] dugc Li va dong sy phat trién tir IccTA [29] dé phat hién 10 ri dit liéu
nhay cam qua nhiéu tng dung. Tuy nhién, ApkCombiner thuc hién phén tich hai tmg dung
bang cach gom hai tép tin APK cua hai tmg dung thanh mot tap tin APK méi tir d6 phan tich
tap tin APK m&i ndy. Phuong phap nay tén nhiéu thoi gian néu nhu sé luong tap tin APK can
phan tich 16n. Vi luc d6, chi phi cho viéc gop cac tap tin APK 16n, khong tan dung duoc cac
két qua phan tich trude do.



DidFail [25] dugc dé xuit boi William Klieber va ddng sy dé phan tich ludng dit liéu qua
nhiéu Gmg dung. Trong nghién ctru nay, ho sir dung k¥ thuat phén tich tinh dé phan tich cac
ludng dir liéu trong timg tng dung va str dung cac thong tin cua Implicit Intent dé phat hién sy
két hop cua cac ludng dit lidu trong cac tmg dung don trong viéc tao ra cac ludng dit liéu lién
g dung. Day duoc coi 1 nghién ctru tién phong trong viéc phat hién thét thoat dit liéu nhay
cam qua lién ing dung. Tuy nhién, DidFail chi phén tich thanh phan Activity va chi st dung
thong tin Implicit Intent trong viéc phén tich cac ludng dit liéu lién ing dung. Piéu nay khién
DidFail gip han ché khi phan tich cac tinh hudng gay thét thoat théng tin nhay cam qua lién
mg dung st dung cac thanh phan tmg dung Android khac nhu Content Provider, Broadcast
Receiver, Service hay thong qua cac kénh giao tiép khac nhu tap tin chia sé. Mot han ché nira
ctia dé xudt nay 1a khong phan tich Explicit Intent. Trong khi d6 theo [30], 71.22% céc Intent
st dung trong cac tng dung Android 1a Explicit Intent. Nhu vAy can thiét phai phan tich loai
Intent nay trong viéc phat hién that thoat thong tin nhay cam qua nhiéu tmg dung Android. Bén
canh do, trong qua trinh phan tich cac giao tiép lién Ung dung, nghién ctu nay khong dé cap
dén yéu t6 quyén han can thiét dé thuc thi chung. Piéu nay din dén két qua phén tich cua
nghién ctru nay chura ty 1€ False Positive cao, vi co nhiéu trudng hop cac giao tiép lién tng
dung khong thé xay ra, tuy nhién hé théng van cho rang ching 1a thanh phan cia mot luéng dir
liéu lién tng dung. Bén canh do, DidFail st dung k¥ thuit phan tich tinh nén s€ gap han ché
trong viéc phan tich cac tng dung st dung k¥ thuat 1am rdi ma ngudn va dir liéu phat sinh dong
khi thyuc thi tng dung.

Ciing gidng nhu DidFail, Amandroid [10] duoc dé xuat boi Wei va ddng su dé phan tich
ludng dit liéu trong cac tmg dung Android bang k¥ thuét phan tich tinh. Amandroid ciing phan
tich Intent dé anh xa cac ludng dir lidu trong timg tng dung don. Tuy nhién, Amandroid phan
tich ca Implicit Intent va Explicit Intent. Trong nghién ctru nay, ho ciing khong phén tich yéu
t6 quyén han trong viéc xét cac giao tiép lién tmg dung.

Céc nghién ciru lién quan dén viéc két hop phan tich tinh va phan tich dong hién tai chii
yeu ap dung cho truong hop phan tich tmg dung don [31-34]. Trong hudng nghién ctru nay,
két qua cua qua trinh phan tich tinh s& giup dinh huéng qua trinh phén tich dong dé qua trinh
phan tich dién ra nhanh hon.

AUNTIEDROID [33] két hop phén tich tinh va phan tich dong. Trong nghién ctru nay, ho
dung phan tich tinh dé xac dinh cac execution path dén céc 10i goi ham nguy hiém va kiém
ching bang phan tich dong. Tuy nhién, ho khong phén tich ludng dit liéu ma chi phat hién sy
hién dién cua cac 101 goi ham API nguy hiém. Bén canh d6, ho khong phan tich lién 0 ing dung.

Cung dung k§ thuat phén tich két hop, [31] dung k¥ thuat phan tich tinh va dong dé phan
tich ludng dir liéu trong tng dung don. Ho ding FlowDroid, kém theo Log module dé anh xa
cac giao tiép lién thanh phan dé xac dinh cac ludng dir liéu trong tmg dung don. Ciing gidng
nhiéu nghién ctru khéc, ho khong phan tich trén lién tng dung.

Nhu vay, theo cac thong ké trén, cic nghién ctru theo hudng phét hién that thoat thong tin
nhay cam trong ing dung Android can phai thuc hién phan tich trén lién tng dung thay vi phan
tich tirng tng dung don.

Bén canh s lugng 16n cac nghién ciru tip trung phén tich cac ing dung Android. Cac
nghién ctru khac tap trung phan tich firmware Android trong d6 c6 thé bao gdom thanh phan
g dung cai san. Cac nghién ctru lién quan dén viéc phan tich firmware Android tap trung vao
céc huodng tiép can khac nhau nhu: quét ma doc trong cdc ing dung cai san [35], phan tich that
thoat dir liéu nhay cam trong cac mg dung cai san [36], phan tich sy mau thuan gitra cac thong
tin cau hinh ctia hé diéu hanh Android can phan tich vdi mo ta cua nha san xuét [37], phat hién
su khéac biét gitta danh sach 101 goi ham cua hé diéu hanh Android can phan tich va hé diéu
hanh Android chuan (AOSP- Android Open Source Project) [38], EdgeMiner [39] két hop
thong tin trong Application Framework dé giai quyét cac truong hop ludng dit liéu bi gian doan
trong cac g dung ¢ tang Applications.

Zheng va ddng su dé xuat DroidRay [35] dé phan tich nguy co bao mat trong cac firmware
Android bang cach quét ma ddc trong cac img dung cai san, kiém tra 16 hong bao mét lién quan
dén viéc st dung khoa mic dinh trong viéc ky cac ing dung lac bién dich hé diéu hanh, kiém
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tra bt thuong trong tap tin /etc/hosts, kiém tra cac luat bat thuong trong dich vu iptables. Tuy
nhién, trong nghién ctru ndy, ho khong phan tich nguy co gay that thoat théng tin nhay cam
qua cac ung dung, cling nhu mirc Application Framework.

Trong khi d6, Axplorer [40] dugc dé xuat bai Michael Backes va dong sy phén tich thanh
phan Application Framework trong cac firmware Android. Cu thé ho phan tich cac ham truy
cap dit liéu nhay cam trong thanh phan nay. Tuy nhién, muc tiéu ctia nghién ctru nay 1a 4nh xa
quyén han ciia Android va cac ham API trong Application Framework thay vi phat hién cac
ludng dir liéu nhay cam trong thanh phan nay.

Mot nghién ctru khac 1a DroidDiff [37] duoc dé xuit boi Aafe va dong su dé danh gia
nguy co bao mat trén cac firmware Android. Trong nghién ctru nay, ho dé xuit phuong phap
phan tich cac c4u hinh trong firmware Android dé phat hién sy khong nhét quan cua ching véi
tai liéu mé ta ctia nha san xuit va theo hiéu biét ciia ngudi phan tich. Trong nghién ciru nay,
ho khong phan tich ludng thong tin nhay cam trong cac ung dung cai san va thanh phén
Application Framework. Diéu nay ciing gy ra han ché giéng nhu DroidRay 1a khong thé phat
hién cac luéng dir liéu nhay cam qua nhiéu Gng dung va ludng dir liéu nhay cam trong
Application Framework.

Néu nhu FlowDroid [1] that bai trong viéc phan tich cac ludng dir liéu bi gian doan boi
cac ham call back thi EdgeMiner [41] phan tich cac ham trong Application Framework dé gian
két cac ludng dir liéu lai véi nhau. O nghién ctru ndy, ho khong theo di dir liéu nhay cam trong
Applicaton Framework. Ho phan tich Application Framework dé hd tro phan tich cic tmg dung
don chir khong phén tich ro ri dir lidu trong Application Framework.

Zhou va dong sy dé xuat ADDICTED [38] dé phan tich cac firmware Android theo hudng
S0 sénh su khac biét gitra danh sach 161 goi ham murc Linux Kernel cta firmware Android can
phan tich va firmware Android chuan (AOSP- Android Open Source Project). Trong nghién
ctru nay, ho dung phuong phap phén tich dong dé ghi lai cac 11 goi ham hé thong trong AOSP
va 161 goi ham hé théng trong firmware Android can phén tich. Budc tiép theo, ho phan tich
su khac biét gitra chung dé dua ra két luan phan tich. Huéng tiép can nay gip han ché trong
viéc phét hién ludng dit lidu qua nhiéu ing dung va ludng dit liéu nhay cam trong thanh phan
Application Framework.

Cuing so sanh voi cac AOSP, SEFA [42] phan tich cac firmware Android bang cach phan
tich cac tmg dung cai san. Cy thé ho phén tich ngudn gdc cua cac tmg dung, quyén han cta cac
mg dung va so sanh véi cac firmware chuin ciia AOSP. Ho khong phan tich ludng dit liéu
nhay cam qua nhiéu tng dung cai sin ciing nhu thanh phan Application Framework.

Tom lai, cac nghién ctru theo hudng phén tich firmware Android nhu cac nghién ciru ké
trén déu gip han ché trong viéc phat hién cac ludng dir liéu nhay cam qua lién tmg dung va céc
ludng dit liéu trong thanh phan Application Framework. Nhu vay, khi phén tich nguy co gay
that thoat thong tin nhay cam trong hé diéu hanh Android cin phan tich ca thanh phan tng
dung cai san, va Application Framework. Trong d6, thanh phan tmg dung cai sin can phai thuc
hién phan tich lién ing dung thay vi phan tich tng dung don.

Luén an tap trung phan tich firmware Android. Tirc 1a dit liéu dau vao la firmware Android
thay vi cac ing dung Android. Cu thé, hudng tiép can ctia luan an 13 phén tich hai thanh phan
chinh ctia firmware Android 14 cac g dung cai san (16p Applications - Hinh 5) va Application
Framework (16p Application Framework - Hinh 5). Trong do, phan tich cac tmg dung Android
theo hudng tiép can phan tich ludng dir liéu nhay cam lién tng dung; phén tich thanh phan
Application Framework theo huéng tiép can phan tich ludng dit liéu nhay cam. V&i hudng tiép
can ndy, muyc tiéu cua luan an 13 rat trich thanh cdng cac thanh phan chinh cua firmware
Android, giam ty 1¢ False Positive va False Negative trong viéc phat hién luong thong tin nhay
cam qua nhiéu ing dung, giam ty 1¢ False Positive trong viéc phat hién ludng thong tin nhay
cam trong thanh phan Application Framework.

2.3 Cac thach thac hién tai

Dé phan tich cac thanh phan ctia hé diéu hanh Android, viéc rit trich cac thanh phan nay
can phai c6 do chinh x4c cao. Hién tai c6 nhi¢u hang di¢n thoai khac nhau véi céc tuy chinh
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céu hinh khac nhau, do d6 viéc xdy dung giai phap dé rat trich dugc cac thanh phan hé diéu
hanh tir cac hang khéac nhau ciing 1a mdgt thach thirc. Mac du thach thirc nay mang tinh k¥ thuat
la chinh.

Mot khi di rat trich duoc cac thanh phan trong hé diéu hanh Android, thach thuc ké tiép
1a phan tich nguy co gy that thoat thong tin nhay cam trong cac thanh phan nay. Phan tich
ting thanh phan riéng biét hay phan tich két hop cac thanh phan nay ciing 1 thach thirc 16n
trong viéc dé xuat cac giai phap phan tich lién quan.

Xu thé tn cong leo thang quyén han théng qua viéc két hop nhiéu tng dung trong mot
dot tin cong doi hoi cac bo phan tich phai co thong tin ciia nhiéu tmg dung trong viéc phan
tich. Diéu nay la thach thirc cho cac giai phap phan tich trén tmg dung don nhu IccTA [29],
SmartDroid [32], FlowDroid [1], Ripple [26].

Mot khi d3 mo rong d6i twong phan tich tir tmg dung don sang lién ing dung, bo phan
tich phai c6 kha ning dap Gmg dugc yéu cau phan tich cung lic chudi nhiéu tmg dung. Diéu
nay doi hoi gidi phap phan tich trén lién Ung dung phai sit dung mé hinh toan hoc phu hgp
trong viéc gan két thong tin trén lién tng dung, phan tich thong tin trén lién tmg dung. Cac
nghién clru hién tai nhu Mr-Droid [43] chi phan tich ting cap hai ing dung, DidFail [25] chi
phan tich cac tmg dung trong bo dir liéu thir nghiém DroidBench [44] voi chudi ba tng dung.

Mot khi déi tuong phan tich la lién ing dung thi viéc phan tich chinh xac cac giao tiép
lién Ung dung s& giup ich trong viée tang d¢ chinh xdc cla cac giai phap dé xuat Phan tich
chinh xac cac giao tiép lién ing dung bao gom phan tich dugc nhiéu loai giao tiép lién tng
dung, x4c dinh chinh xac su ton tai clia cac giao tiép lién tmg dung. Cac nghién ctru hién tai
nhu DidFail [25] chi phan tich giao tlep lién ing dung thong qua Implicit Intent voi thanh phan
Activity, khong kiém tra kha nang ton tai cua cac giao tlep lién tng dung. Piéu nay din dén
DidFail liét ké cac giao tiép lién tng dung that sy khong t6n tai, 1am giam do6 chinh xac. Can
mo rong pham vi phén tich cac loai giao tiép lién Gmg dung khac nhu thong qua tép tin chia s¢,
Explicit Intent, dong thoi kiém tra su ton tai ciia cac giao tiép lién ung dung.

Mot thach thirc 1on cua ky thuat phan tich tinh 1a gap kho khan trong viéc phan tich cac
ng dung c6 ma ngudn da dugc lam roi, c6 ma nguon dugc tai luc thyc thi ing dung. Bén canh
d6, két qua phan tich giao tlep lién tng dung bang ky thuat phan tich tinh chira nhiéu giao tiép
dugc du dodn ma khong thé kiém ching ching c6 ton tai liic thyuc thi ing dung hay khong.
Viéc str dung k¥ thuat phén tich dong s& gitip ich trong viéc giai quyét cac thach thirc nay. Tuy
nhién, viéc st dung phan tich dong nhu thé nao dé khong tuong téc 1én tit ca cac thanh phan
giao dién cua (mg dung nham tiét kiém thoi gian phan tich 1a mot thach thire cho cac nghién
ctru hién tai. SmartDroid 1a mot nghién ctru dién hinh trong sir dung phén tich tinh dé diéu
hudng qua trinh phan tich dong nham tiét kiém thoi gian phan tich. Tuy nhién nghién ctru nay
chi lam viéc trén g dung don. Cai tién SmartDroid dé tao giai phap phan tich trén lién tmg
dung 13 dong luc nghién ctru hop 1y cho viéc phan tich that thoat thong tin nhay cam qua nhiéu
ung dung.
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Chuong 3. HUONG TIEP CAN CUA LUAN AN

3.1 Ly do lwa chen hwéng tiép can caa luan an

Huéng tiép can cua luan an 1a phat hién that thoat thong tin nhay cam trong cac thiét bi sir
dung h¢ diéu hanh Android bang cach phat hién that thoat thong tin nhay cam trong cac thanh
phan quan trong ctua Firmware Android. Trong luin an ndy, ching toi gi61 han pham vi nghién
clru & murc phat hién thit thoat thong tin nhay cam trong hai thanh phan & mirc cao nhét cua
firmware Android 1a cac ing dung cai san va Application Framework. Viéc phan tich cac thanh
phan khac nhu Linux Kernel s& 1 budc nghién ctru trong tuong lai ciia luan 4n.

Phat hién that thodat
théng tin nhay cam

_> )
trong rng dung
Android
N
~ Rattrich Phat hién that thoat D,a”th ngh
: . ulf'ng dung caisan, e “ théng tin nhay cam h?: ; tﬂgt
RSO App |c§t|on Framelwor , Appiication trong Application tHoa’gt t»;éng
Firmware Linux Kerne Framework Framework ) )
tin nhay cam
v

o Phat hién that thoat

thong tin nhay cam
trong Linux Kernel

Hinh 10. Hwéng tiép can caa luan an

D6i véi vide phét hién thét thoat thong tin nhay cam trong mg dung Android, luan an di
theo hudng tiép can phat hién ludng di liéu nhay cém (theo Dink nghia 6, Dinh nghia 7 & myc
2.1) bang cach két hop k¥ thuat phan tich tinh va phan tich dong trén lién ing dung dé giai
quyét mot phan cac thach thirc hién tai duoc dé cp trong muc 2.3 cia Chuong 2.

Phat hién danh sach ham truy cap
dit liéu nhay cam va ham glri div Phan tich &ng dung don
liéu ra khoi thiét bi

Phan tich tinh

Phét hién that thoat théng tin
trong &rng dung Android
Phan tich ing dung don Phan tich dong

Phan tich két hgp

Phét hién ludng di¥ liéu tir ham
truy cap di¥ liéu nhay cdm dén
ham glri dit liéu ra khéi thiét bj

)
)

Phan tich tinh

Phan tich dong )
Phan tich két ho'p )

Hinh 11. Hwéng tiép can caa luin &n so véi cac hwong tiép can khac

Phan tich lién &rng dung

S6 di, luan an theo huéng tiép can phat hién ludng dit liéu nhay cam thay vi phét hién
danh sach ham truy cép dir li¢u nhay cam la vi hudng ti€p can nay cé thé giup phat hién chinh
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xéac hon céc truong hop giy that thoat thong tin nhay cam, gitip giam ty 1¢ phat hién nham.
Bén canh d6, viéc phan tich lién tmg dung thay cho phén tich tng dung don gitp giai quyét
cac han ché cua cac nghién ctru hién tai lién quan dén viéc phat hién cac ludng dit lidu lién g
dung trong céc trudng hop tin cong cong tac. Viée di siu vao viée phan tich cac giao tiép lién
ung dung gitp ich trong viéc tang tinh hi¢u qua trong viéc phan tich lién Gng dung. Trong
huéng nghién ciru cta ludn an, chiing t6i stir dung két hop k¥ thuat phén tich tinh va phan tich
dong dé tang do chinh xac cuia két qua phan tich va giam thoi gian cta qué trinh phén tich so
voi viée st dung k¥ thuat phan tich tinh va dong riéng biét.

Dbi v6i viée phat hién that thoat thong tin nhay cam trong thanh phan Application
Framework, luan 4n xem thanh phan nay nhu mét tng dung Android dic biét va dé xuét
phuong phap ap dung k§ thuat phan tich tinh trong ing dung Android cho thanh phan nay. Véi
huéng tiép can nay, dé xut ctia luan an c6 thé phat hién chinh xac hon cac trudng hop gy that
thoat thong tin nhay cam trong thanh phan Application Framework.

3.2 Dir liéu thir nghiém

3.2.1 Bddix liéu thir nghiém tinh hudng gay that thoat théng tin nhay cam qua lién &ng
dung

Cac nghién ctru lién quan hién tai [10, 25, 27-29, 32, 45-60] str dung bd dit liéu thir nghiém
DroidBench [44] d¢ danh gia cac phuong phap ctia ho. Tuy nhién, bd dir liéu thar nghiém nay
¢o it mau thtr. Hién bo dir lidu nay c6 13 nhém mau thir khac nhau. Trong d6, nhom mau thur
lién quan dén giao tiép lién ing dung chi ¢6 3 mau thir. S6 mau thir ndy it vi huéng nghién ctru
phan tich lién ing dung dang 14 hudng nghién ciru méi. Bang 1 mo ta cau trac ctia bo dir lidu
thtr nghi¢m DroidBench dataset.

Bang 1. Céu truc ciia DroidBench dataset

Loai miu S6 miu Loai miu S6 mau

Alias 1 ImplicitFlows 4
AndroidSpecific 12 InterAppCommunication 3
ArraysAndLists 7 InterComponentCommunication 18
CallBacks 15 Lifecycle 17
EmulatorDetection 3 Reflection 4
FieldAndObjectSensitive 7 Threading 5
GeneralJava 23

Dé tang do tin cay cho két qua thir nghiém trong nghién ctru nay cting nhu dong gop thém
cac mau thir cho DroidBench dataset, chiing t6i viét thém 312 tmg dung dé thé hién 37 tinh
hubng tuong ung voi 45 ludng dit liéu nhay cam khac nhau. Cac tinh hudng nay st dung 4 loai
thanh phan cua Android 1a Activity, Broadcast Receiver, Service, Content Provider va mot loai
giao tiép khac 1 tap tin chia sé (Shared file). Bén canh do, chung t6i xay dung 4 tinh hudng st
dung viéc phat sinh kha ning gay ro ri thong tin khi thyc thi img dung (Dynamic Content) dé
hd tro trong viéc phan tich dong. Ngoai ra, trong loai tinh hudng Shared file chung t6i xay
dung mdt kich ban ro ri thong tin nhay cam qua 200 tmg dung (tinh hudng 30 trong Bang 5)
dé h tro trong viéc kiém tra kha nang phan tich chudi nhiéu mg dung cua hé théng dé xuat.
Ngoai ra, ching t61 xay dung hai kich ban c6 ludng dit liéu di qua lién 16p thanh phan Inter
Layer (thanh phan img dung va application framework). Dir liéu thir nghiém nay duoc goi la
uitlACdroid-Bench. Bang 2 mé ta chi tiét cau tric cua uitlACDroid-Bench. Noi dung chi tiét
cua bd dir liéu thir nghi¢m dugc trinh bay trong Phu luc A. Trong qué trinh thyc hién luan an,
chung t61 da guri bo dir li¢u thur nghiém nay cho 8 nhém nghién ctru manh lién quan trén thé
giéi dé nho ho danh gia. Ching t6i nhan duoc cac danh gia tich cuc tir ho. Chi tiét cac danh
gia tir cac nhom nghién ctru dugc trinh bay trong Phu luc C. Piéu nay ching to bo dit lidu thu
nghiém uitlACDroid-Bench dugc su tan déng cao tir cong déng nghién ctru. Bén canh d6, mot
phan ndi dung nay duoc trinh bay tai hoi nghi ICCAI2019 [CBS].
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Béang 2. CAu tric caa uitlACDroid-Bench

Loai tinh hudng S6 tinh hudng S6 mau thir
Activity 6 23
Service 6 18
Broadcast Receiver 6 18
Shared file 10 224
Content provider 3 6
Dynamic Content 4 10
Inter Layer 2 4

Hinh 12 mé ta mot ludng dit liéu nhay cam cua loai tinh hudng sir dung Activity. Trong
vi du nay, cac duong miii tén nét lién thé hién duong di cua dit liéu nhay cam tir Gtng dung
ntcIntentActivityl qua ntcIntentActivity2 truéc khi qua ntclntentActivity3 dé dwoc gii ra
ngoai théng qua SMS.
IMEI

getDeviceld()

sendTextMessage(...)
ntcintentActivity2 P ntcintentActivity3 :O SMS
Intent Intent

ntcintentActivityl

Intent

ntcintentActivity4

Hinh 12. Mgt tinh huéng trong b dir li¢u uitl ACDroid-Bench

V6i cac tinh hudng da biét trudc trong bo dir lidu thir nghiém nay gitip ich trong viéc kiém
tra tinh dung din cua hé thong dé xuét trong viéc phat hién ludng thong tin nhay cam qua cac
loai component khac nhau cta tng dung Android. Mic du, cac tinh huéng nay chwa bao ham
tat ca cac tinh hudng trong thuc té, tuy nhién luan an tap trung phu hét cac loai component
khac nhau ctia Android thay vi tat ca cac tinh hudng.

3.2.2 B dix liéu thir nghiém cho firmware Android tuy bién

Trong nghién ctru nay, chiing t6i dé xuat bo dit liéu thir nghiém véi 10 ROM tuy bién véi
cac tinh hubéng duoc mo ta trong Bang 3. Bo dit liéu nay duogc dit tén 13 uitCustomROM-
Bench. Pé tao cac firmware Android tity bién cho b dit liéu thir nghiém nay, chung t6i chén
vao thanh phan Application Framework ctia ma nguon firmware Android chuan tir [61] dé tao
cac firmware Android c6 kha ndng lam ro ri dit liéu nhay cam theo cac kich ban khac nhau.
Viéc biét rd cac kich ban gay 10 ri dir liéu nhay cam gitup danh gia kha ning lam viéc cua cac
hé théng dé xuat.

Bing 3. Thong tin md ta 10 miu thir nghiém trong bd dataset uitCustomROM-Bench dé xuit

STT | Loai ngudn nhay | Loai dich Ghi chu
cam nguy hiém

1 Contact list Socket DPoc danh ba va géi dén moét dich vu trén
Internet thong qua mot socket.

2 Contact list SMS Doc danh ba va goi qua tin nhin SMS

3 GPS+IMEI Socket Lay vi tri, ma thiét bi roi goi dén mot dich vu
trén Internet thong qua mét socket.

4 GPS+IMEI SMS LAy vi tri, ma thiét bj rdi goi qua tin nhin SMS.

5 IMEI Socket Lay ma thiét bi roi goi dén mot dich vu trén
Internet qua mot socket.

6 IMEI SMS Lay ma thiét bi roi goi qua tin nhin SMS.
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7 Call log Socket Lay lich st cudc goi rdi goi dén mot dich vu
trén Internet qua mot socket.

8 Call log SMS Lay lich sir cudc goi roi giri qua tin nhan SMS.
9 Contact list Internet Lay danh ba r6i goi 1én Internet.
10 Call log Internet Lay lich sir cudc goi roi goi 1€n Internet.

Bén canh d6, chiing toi tai 290 firmware Android tir cac ngudn chia sé trén Internet dé
danh gia kha nang phan tich cac firmware Android tuy bién ngoai thé gidi thuc ciia phuong
phap dé xuat.

3.3 Cac dé xuit caa luan an

Ba dong gop chinh cua ludn 4n bao gdm:

e D¢ xuat phuong phap phat hién that thoat théng tin nhay cam trong cac ung dung
Android véi do chinh xac dugc cai thién. Cu thé phuwong phap dé xuat cho phép
mé rong cac loai giao tiép lién tng dung, kiém tra kha ning ton tai cia cac giao
tiép lién tng dung, tiét kiém thoi gian trong qua trinh phan tich dong.

e D& xuit phuong phap ap dung ky thuat phan tich ludng dir liéu trong ng dung
Android dé phat hién that thoat théng tin nhay cam trong thanh phan Application
Framework trong firmware Android.

e Phat trién cac cong cu phuc vu cho qué trinh thuc hién hai dong gbp trén cia luan
an. Mic du, déng gop thir ba mang tinh ky thuat 1a chu yéu, tuy nhién céng sic ma
ching téi bo ra la dang ghi nhan trong qué trinh thuc hién luan an.

3.3.1 Peé xuit phwong phap cai thién d9 chinh xéc trong viéc phat hién that thoat thong
tin nhay cam qua lién @wng dung

Luén 4n dé xuat phuong phap cai thién do chinh xéac trong viéc phat hién that thoat thong
tin nhay cam qua lién ing dung. Cu thé phuong phap dé xuét cho phép mo rong cac loai giao
tiép lién tmg dung, kiém tra kha ning ton tai cia cc giao tiép lién ung dung, tiét kiém thoi
gian trong qua trinh phan tich dong.

3.3.1.1 Peé xuat phwong phap cai thién d chinh xac ciia viéc phan tich luéng dir liéu lién
rng dung bing cach phan tich mé réng cac loai giao tiép lién wng dung

Ung dung Android c¢6 4 loai thanh phan gém Activity, Service, Broadcast Receiver,
Content Provider. Trong d6, thanh phém Activity phd bién nhat trong cac tmg dung. Theo [62],
trong s6 13.944 img dung mién phi phd bién trén Google Play, thianh phan Activity chiém 77%.
Cac nghién ctru hién tai nhu DidFail [25] chi phén tich thanh phan nay. Di tugng giao tiép
phd bién gitra cac thanh phan ing dung Android Ia Intent. Theo [30], c6 dén 71.22% cac Intent
st dung trong cac ing dung Android 1a Explicit Intent. Trong khi do6, DidFail lai phan tich
Impl icit Intent. Ludn 4n dé xuit mo rong céc loai giao tiép bao gdm cac loai giao tiép lién quan
dén ca bdn thanh phan tng dung Android va tp tin chia sé. Bén canh d6, luan an phén tich ca
hai loai ctia ddi tugng Intent 1a Implicit Intent va Explicit Intent. Mot phan noi dung cta dé
xuat nay (dit tén 1a IACDroid) dugc trinh bay tai Hoi nghi ICISA 2016 [CB4].

Hé thdng dé xudt co 3 thanh phéan chinh: Standalone application analyzer, IAC DataBase
Builder va IAC Analyzer. Hinh 13 m6 ta cac thanh phan ciia IACDroid
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_ | DB of
" App1

— 5
APK files Stand alone — IAC Data
App2 > DB of
set app - Base IAC DB IAC Analyzer —»
App2

Builder
analyzer -

Appl >

_ | DB of
AppN

AppN —>

Phase 1 > - Phase 2 > <«—Phase 3—»

Hinh 13. So' d6 hé théng IACDroid

A

Néu nhu cac huéng tiép can phan tich tng dung don chi c6 Phase 1 nhu hé thdng dé xuat,
cac nghién ctru theo hudng tiép can phén tich lién timg dung sé& thuc hién thém Phase 2 va Phase
3 dé phat hién cac ludng dit liéu lién tng dung. Stand alone app analyzer phan tich ludng dit
lidu trong ting tmg dung, trong khi d6 IAC Analyzer s& phan tich tinh lién thong giita cac ludng
dir liéu & cac ung dung khac nhau trong Phase 1 dé tim ra ludng dir liéu nhay cam lién tng
dung.

Véi dé xuét cai tién nay, luan an cai thién d6 chinh x4c hon so v6i cong trinh nghién ctru
lién quan. Cuy thé, khi thir nghiém véi bd dir liu thir nghiém uitlACDroid-Bench phuong phap
dé xuat nay c6 do chinh x4c 1a 87,04% so véi 76,19% clia DidFail. Do DidFail chi phan tich
thanh phan tng dung Activity, do d6 nghién ctru nay that bai trong viéc phan tich 24 tinh huéng
su dung Service, Broadcast Receiver, Content Provider va Shared file trong bo dir li¢u thu
nghiém uitlACDroid-Bench. Bén canh do, DidFail chi phan tich cac Intent thudc dang Implicit
Intent do d6 that bai trong viéc phan tich hai tinh hudng Activity str dung Explicit Intent.

Bang 4. Két qua so sanh giira phwong phap dé xuit IACDroid va DidFail

DidFail IACDroid
(<5} (5}
s S| 222|282
= = = = = o= =
&| S | Nhom Y |EIE|SEIE|S
N . y luong | @ a | @ 2 )
| T tinh Tinh huong Sla|Z2| S |a|lZ
< A thue a ) @ | | o
A | T | huong x <) n h| O | o &
te 2|8 | T 2| | ®
o R I N B e i
S| O = O
Activity | SendSMS + 10 10 1 0|10 |10
S StartActivityForResultl +
o Echoer
m| 1
=
o
QO
Activity | ntclntentActivityl + 3 0 0 3 3 010
ntcintentActivity2 +
2 ntcintentActivity3 +
= ntcintentActivity4
o
el Activity | ntcIntentActivity5 + 3 olo[3]3[o0o]oO
) ntcintentActivity6 +
o3 ntcintentActivity7 +
) ntcIntentActivity8
%:’
= Activity | ntcintentActivity9 + 4 4 1 0 4 110
= ntclntentActivity10 +
4 ntcintentActivityl1 +
ntcintentActivity12
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Activity

ntcintentActivityl3 +
ntcintentActivity14 +
ntcintentActivity15

Activity

ntcintentActivityPermissionl
+
ntcintentActivityPermission2
+
ntcintentActivityPermission3
+
ntcintentActivityPermission4

Activity

ntcintentActivityPermission5
+
ntcintentActivityPermission6
+
ntcntentActivityPermission7
+

ntcintentActivityPermission8

Service

ntcServicel + ntcService2 +
ntcService3

Service

ntcService4 + ntcService5 +
ntcService6

10

Service

ntcService7 + ntcService8 +
ntcService9 + ntcServicelO

11

Service

ntcServicell + ntcServicel2
+ ntcServicel3 +
ntcServicel4

12

Service

ntcServicel5 + ntcServicel6

13

Service

ntcServicel7 +
ntcServicel8

14

Broadcas
t
Receiver

15

Broadcas
t
Receiver

16

Broadcas
t
Receiver

17

Broadcas
t
Receiver

18

Broadcas
t
Receiver

19

Broadcas
t
Receiver

ntcBroadcastl +
ntcBroadcast2 +
ntcBroadcast3

ntcBroadcast4 +
ntcBroadcastb +
ntcBroadcast6

ntcBroadcast? +
ntcBroadcast8 +
ntcBroadcast9
ntcBroadcast10 +
ntcBroadcast11 +
ntcBroadcast12
ntcBroadcast13 +
ntcBroadcast14 +
ntcBroadcast15
ntcBroadcast16 +
ntcBroadcast17 +
ntcBroadcast18

10

Shared
file

ntcWriteFilel + ntcReadFile2
+ ntcReadFilel

21

Shared
file

ntcWriteFile3 + ntcReadFile3
+ ntcWriteFile4

22

Shared
file

ntcWriteFile5 + ntcReadFile5

23

Shared
file

ntcWriteFile6 + ntcReadFile6

24

Shared
file

ntcWriteFile7 + ntcReadFile7

25

Shared
file

ntcWriteFile8 + ntcReadFile8
+ ntcRead AndWriteFile8
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26 Shared ntcWriteFile9 + ntcReadFile9 1 0 0 1 1 0O
file + ntcRead AndWriteFile9
Shared ntcWriteFile10 + 1 0 0 1 1 0O
27 | file ntcReadFile10 +
ntcReadAndWriteFile10
Shared ntcWriteFilell + 1 0 0 1 1 0O
28 | file ntcReadFilell +
ntcReadAndWriteFilell
29 Shared ntcSharedFileChainl+ ... + 1 0 0 1 1 01|10
file ntcSharedFileChain200
30 Content ntcContentProviderl + 1 0 0 1 1 0 0
provider | ntcContentProvider2
31 Content | ntcContentProvider3 + 1 0 0 1 1 0O
provider | ntcContentProvider4
32 Content | ntcContentProvider5 + 1 0 0 1 1 0|0
provider | ntcContentProvider6
33 Dynamic | ntcDynamicContentl + 1 0 0 1 0 01
Content ntcDynamicContent2
Dynamic | ntcDynamicContent3 + 1 0 0 1 0 01
34 | Content ntcDynamicContent4 +
ntcDynamicContent5
35 Dynamic | ntcDynamicContent6 + 1 0 0 1 0 01
Content | ntcDynamicContent?7
Dynamic | ntcDynamicContent8 + 1 0 0 1 0 0 1
36 | Content ntcDynamicContent9 +
ntcDynamicContent10
37 Inter ntcinterLayerl + 1 0 0 1 0 1 1
Layer ntcinterLayer2
38 Inter ntcinterLayer3 + 1 0 0 1 0 1 1
Layer ntcinterLayer4
Tong so 55 16 5 |37 |47 | 7 | 6
T Precision p = TP/(TP+FP) = 76,19% 87,04%
b M/(M+[X1)
n Recall r = TP/(TP+FN) = M/(M+00) 30,19% 88,68%
9 F1 measure = 2pr/(p+r) 43,24% 87,85%

3.3.1.2 Peé xuat phwong phap cai thién d chinh xac ciia viéc phan tich luéng dir li¢u lién
ng dung bing cach bé sung md hinh quyén han

Trong phan trudc luan 4n trinh bay dé xuit mo rong cac loai giao tiép lién trng dung trong
viéc phat hién that thoat thong tin nhay cam qua chudi nhiéu g dung bang k¥ thuat phan tich
tinh. Tuy nhién cling giong mot s6 cong cu phan tich khac nhu Amandroid[10], IccTA [29],
DidFail [25] chung déu khong xét kha ning thuc hién thanh cong cac giao tiép lién thanh phan,
giao tlep lién trng dung trong cac ludng dir liéu. Cu thé chung khong kiém tra cac quyén han
dugc cap cho cac giao tiép lién thanh phan lién trng dung.

Trong nghién ciru nay, ching to1 de Xuat mot so cai tién nham loai bo mot s6 ludng dir
liéu khong chinh xac bang cach xét cac yéu td quyén han khi goi dén mot thanh phan tng dung
va thudc tinh “exported” ciia Activity. Mot phan noi dung ciia phuong phéap nay (dat tén 1a
eddLeak) dugc trinh bay tai hoi nghi ICCSN2017 [CB6].

Trong thuc té, c6 mot sb 101 goi giao tiép dén Activity ctia ing dung khac bi tir ch01 do
khong gan thudc tinh “exported=true” cho Activity dugc goi, hoac do khong cung cap dung
quyén duoc yéu cau cho ing dung ngudn. Trong cic truong hop nay, khong thé co duong di
gitra hai img dung dugc. Tuy nhién, cac nghién ctru hién tai nhu IccTA[29], DidFail [25] va
IACDroid [CB4] vin xem day la cac duong di kha di cia cac ludng dit lidu.
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Trong nghién clru nay ching to1 dé xuat mot hudng tiép can trong viée cai tién thuat toan
anh xa cac thanh phan cta giao tiép lién v Ung dung trong viéc phan tich nguy co that thoat thong
tin nhay cam trén Android bang cach xét yéu t& quyén han trong viéc thuc hién cdc 101 goi ham
lién thanh phan (ICC) va lién Gmg dung (IAC). Hé thong dé xuit c6 5 thanh phan chinh APK
Transformer, Intent Profile Collector, Data Flows Analyzer, Permission-based Investigator,
ICC links. Trong d6 hai mo-dun Permission-based Investigator va ICC links la hai m6-dun
dugc chung t01 bd sung de thuc hién muc tiéu cai tién d6 chinh xac.

) —
APK Transformer Intent Profile
—» Intent Profile
‘ Collector
-
Transformed ( \
APK ,| DataFlows | _|SourcetoSink ICC links
o Analyzer Flows Matcher
LV P——
— ( Restricted )
Permission-
Access \/
based >
. Component
Investigator

\_Information /
Data Flows

Hinh 14. So d6 hé théng ciia phwong phap eddLeak

Nghién ctru ndy, chung t6i st dung DroidBench va uitlACDroid-Bench dé kiém tra kha
nang phan tich cac dé xuét trong luan an IACDroid, eddLeak v&i cong trinh lién quan tryc tlep
la DidFail [25]. Bang 5 m6 ta két qua phan tich cua céc cong trinh nay, khi duing nhom mau
thir InterAppCommunication trong DroidBench va 312 mau thir trong uitl ACDroid-Bench. Két
qué phan tich cho thdy hé thong dé xuat phat hién chinh xac cac tinh hudng ro ri thong tin biét
trudc trong bo dit liéu thir nghiém dé xuét trir cac tinh hudng thudc loai dit liéu tu phat sinh lac
chay chuong trinh va ludng dir lidu lién 16p thanh phéan (tinh hudn 37 va 38). Bén canh do, cac
nghién ctru ndy van con phat hién nham (False Positive) 5 truong hop. Cu thé trong céc tinh
hudng 1,4,5 va 6 chung phat hién nham 5 ludng dir liéu do k¥ thuat anh xa Intent va Intent
Filter trong céc loai Explicit Intent. Han ché nay c6 thé duoc giai quyét néu chiing ta sir dung
k¥ thuat phan tich dong thay cho phan tich tinh.

Bing 5. Két qua phan tich caa DidFail, IACDroid va eddLeak

DidFail IACDroid eddLeak
S S S
= s |SIE|E|2|LE|E|2 8|8
@ | S | Nhém = = N = = B~ = = (-~
w N . £ lwéng | 2| 3| 8| 2| 3| & 2|38l D
| T | tinh Tinh huong Slea|lz| &l a|lz2|8|c|Z2
© A thue o | o o | o o | o
A | T | huong A I T 7 S A e R - S <
te = < = = © < = [5+] ©
el [ i e i B el Y
S| O = Ol O
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Activity | SendSMS + 10 10 10 10
S StartActivityForResultl ~ +
5 Echoer
n| 1
=)
o
)
Activity | ntcintentActivityl + 3 0 3 3
2 ntcintentActivity2 +
ntcintentActivity3 +
ntcintentActivity4
Activity | ntcintentActivity5 + 3 0 3 3
3 ntcintentActivity6 +
ntcintentActivity7 +
ntcintentActivity8
Activity | ntcintentActivity9 + 4 4 4 4
4 ntcintentActivity10 +
ntcintentActivityll +
ntcintentActivity12
Activity | ntcintentActivityl3 + 2 2 2 2
5 ntcintentActivityl4 +
ntcintentActivityl5
Activity | ntcintentActivityPermissionl 1 0 0 1
+
ntcintentActivityPermission2
6 +
ntcntentActivityPermission3
+
ntcntentActivityPermission4
Activity | ntcintentActivityPermission5 1 0 0 1
S +
S ntcintentActivityPermission6
@7 +
.'g ntcIntentActivityPermission7
= +
8 ntcintentActivityPermission8
< 8 Service ntcServicel + ntcService2 + 1 0 1 1
= ntcService3
9 Service ntcService4 + ntcService5 + 1 0 1 1
ntcService6
10 Service ntcService? + ntcSeryiceS + 1 0 1 1
ntcService9 + ntcServicelO
Service ntcServicell + ntcServicel2 1 0 1 1
11 + ntcServicel3 +
ntcServicel4
12 | Service ntcServicel5 + ntcServicel6 1 0 1 1
13 Service ntcService17+ 1 0 1 1
ntcServicel8
Broadcas | ntcBroadcastl + 1 0 1 1
14 |t ntcBroadcast2 +
Receiver | ntcBroadcast3
Broadcas | ntcBroadcast4 + 1 0 1 1
15 |t ntcBroadcast5 +
Receiver | ntcBroadcast6
Broadcas | ntcBroadcast7 + 1 0 1 1
16 |t ntcBroadcast8 +
Receiver | ntcBroadcast9
Broadcas | ntcBroadcast10 + 1 0 1 1
17 |t ntcBroadcast11 +
Receiver | ntcBroadcast12
18 | Broadcas | ntcBroadcastl3 + 1 0 1 1
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t ntcBroadcast14 +
Receiver | ntcBroadcast15
Broadcas | ntcBroadcast16 + 1 0 0 1 1 0 0 1 0
19 |t ntcBroadcast17 +
Receiver | ntcBroadcast18
10 Shared ntcWriteFilel + ntcReadFile2 1 0 0 1 1 0 0 1 0
file + ntcReadFilel
21 Shared ntcWriteFile3 + ntcReadFile3 1 0 0 1 1 0 0 1 0
file + ntcWriteFile4
29 ?Tared ntcWriteFile5 + ntcReadFile5 1 0 0 1 1 0 0 1 0
ile
23 ?Tared ntcWriteFile6 + ntcReadFile6 1 0 0 1 1 0 0 1 0
ile
24 ??ared ntcWriteFile7 + ntcReadFile7 1 0 0 1 1 0 0 1 0
ile
25 Shared ntcWriteFile8 + ntcReadFile8 1 0 0 1 1 0 0 1 0
file + ntcReadAndWriteFile8
26 Shared ntcWriteFile9 + ntcReadFile9 1 0 0 1 1 0 0 1 0
file + ntcReadAndWriteFile9
Shared ntcWriteFilel0 + 1 0 0 1 1 0 0 1 0
27 | file ntcReadFile10 +
ntcReadAndWriteFile10
Shared ntcWriteFilell + 1 0 0 1 1 0 0 1 0
28 | file ntcReadFilell +
ntcReadAndWriteFilell
29 Shared ntcSharedFileChainl+ ... + 1 0 0 1 1 0 0 1 0
file ntcSharedFileChain200
30 Content ntcContentProviderl + 1 0 0 1 1 0 0 1 0
provider | ntcContentProvider2
31 Content ntcContentProvider3 + 1 0 0 1 1 0 0 1 0
provider | ntcContentProvider4
32 Content ntcContentProvider5 + 1 0 0 1 1 0 0 1 0
provider | ntcContentProvider6
33 Dynamic nthynamicContentl + 1 o(oj140}0112|0]0O0
Content ntcDynamicContent?2
Dynamic | ntcDynamicContent3 + 1 0] 0 110]0 1 01| O
34 | Content ntcDynamicContent4 +
ntcDynamicContent5
35 Dynamic | ntcDynamicContent6 + 1 0] 0 110]0 1 01| O
Content | ntcDynamicContent?7
Dynamic | ntcDynamicContent8 + 1 0] 0 110]0 1 01| O
36 | Content ntcDynamicContent9 +
ntcDynamicContent10
37 Inter ntcinterLayerl + 1 0] O 110 1 1 0 1
Layer ntcinterLayer2
38 Inter ntcinterLayer3 + 1 010 110 1 1 0 1
Layer ntcinterLayer4
Tong s6 55 |16 | 5 |37 47| 7 | 6 |49 5
T Precision p = TPITP+FP) = 76,19% 87,04% 90,74%
0 M/(M+[X1)
n Recall r = TP/(TP+FN) = M/(M+) 30,19% 88,68% 89,09%
9 F1 measure = 2pr/(p+r) 43,24% 87,85% 89,91%

Do DidFail chi phén tich thanh phan ting dung Activity, do d6 nghién ciru nay that bai
trong viéc phan tich 24 tinh hudng str dung Service, Broadcast Receiver, Content Provider va
Shared file trong bo dit li¢u thir nghiém uitlACDroid-Bench. Bén canh d6, DidFail chi phan
tich cac Intent thudc dang Implicit Intent do d6 thét bai trong viéc phan tich hai tinh hubng
Activity sir dung Explicit Intent.
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Trong s6 6 tinh hudng thir nghiém ciia nhém tng dung sir dung Activity trong bo dir liéu
thir nghiém uitlACDroid-Bench c6 2 tinh hudng (tinh hudng 7, 8 trong Bang 5) cac ludng dit
liéu bi gian doan do khéng thoa mé hinh quyén han. Do d6 DidFail va IACDroid thét bai trong
viéc phat hién hai tinh hudng nay vi cac nghién ctru nay chua xét dén yeu t6 quyén han. Trong
khi d6, hé théng eddLeak t6 ra hidu qué trong viéc phat hién hai tinh huong nay. Vi hudng tiép
can nay hudng dén ting d6 chinh xéc, giam ty 1é False Positive nén két qua thir nghiém cho
thdy eddLeak dap g dugc myc tiéu. Tuy nhién, do phai sir dung thém yéu t6 quyén han trong
qua trinh phén tich, nén eddLeak ton nhiéu thoi gian hon trong qua trinh phén tich. Két qua
thuc nghiém cho théy thoi gian trung binh eddLeak tén nhiéu hon 9.2% so v6i IACDroid khi
chay trén cung hé thong thur nghiém.

Céc hé théng déu that bai trong 4 tinh hudng Dynamic Content, loai tinh hudng ma céc
mau thir sir dung co ché phat sinh thong tin giao tiép lién tmg dung dong lic chay chuong
trinh. Trong khi do, 25 tinh huéng con lai, hé théng IACDroid va eddLeak toé ra vuot troi so
v6i cong trinh lién quan vi phan tich ca cac thanh phan Service, Broadcast Receiver, Content
Provider va tap tin chia sé. Ngoai ra, cic dé xuat niy cua luan 4n dung k¥ thuat phan tich
Incremental analysis véi co so 1y thuyét dua trén d thi hai phia c6 huéng do d6 né cé thé phat
hién céc ludng dir liéu qua chu5i nhiéu Ung dung. Trong luén 4n nay, chung toi thir nghiém
thanh cong glal phap dé xuét cho tinh hubng gy ro ri thong tin nhay cam qua chudi 200 ng
dung v6i mdi tng dung ¢ 10 ludng dir lidu. bay ciing la diém manh cua phuong phap dé xuat
so v6i nghién ciru lién quan hién tai [63] (hé thong cho phép phan tich ludng dit liéu qua chudi
hai (N=2) ing dung).

3.3.1.3 Pé xuit phuong phap cai thién @6 chinh xac cia két qua phén tich tinh bang ky
thuat phan tich dong

Trong qua trinh thuc hién cac dé xuét cai tién do chinh xac cua viéc phat hién that thoat
thong tin nhay cam qua lién Gng dung, ching toi thy rang c6 mot sb luong dir liéu trong két
qua phén tich khong that sy ton tai trong thyc té. Viéc kiém chiig ket qua phan tich tinh la
can thiét dé xac dinh chinh xéac cac ludng dir liéu nhay cam that su ton tai. Trong phan nay,
chung t61 dé xuét _phuong phép (dac tén 1a eDSDroid) sir dung phén tich dong dé kiém tra sy
ton tai ctia cac ludng dit liéu nhay cam tir két qua cta qua trinh phan tich tinh. ‘Trong do, qua
trinh phan tich dong dugc thuc hién tir két qua ciia qua trinh phan tich tinh. Dé twong tac véi
cac ing dung trong qué trinh phan tich dong, ching toi chinh stra thanh phan Applicaition
Framework cta hé diéu hanh Android theo ¥ tudng ctia SmartDroid [32]. Tuy nhién phuong
phap dé xuét duoc cai tién dé phan tich duoc cac ludng dir liéu lién img dung thay vi don tng
dung nhu SmartDroid. So d6 hé thong ctia phurong phap eDSDroid duge trinh bay trong Hinh
15. Noi dung cta phuong phap eDSDroid duoc cong bd trong Tap chi ClusterComputing
(Springer, IS, IF=2.04) [CB2]
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ESA Builder

Static analysis

ESA Receiver

Application
Interactor

y

Dynamic analysis

Log Analyzer

é

Report

S eeee— v
Hinh 15. So d6 hé théng ciia phwong phip eDSDroid

Hé théng dé xuét c6 4 mo-dun chinh ESABuilder, ESAReceiver, Application Interactor va
Log Analyzer dugc thuc hién qua giai doan phan tich tinh (static analysis) va phan tich dong
(dynamic analysis). Trong d6 giai doan phan tich dong dugc phét trién tr y tudng cua
SmartDroid [32].

ESA Builder
E-A-F:El-: &1 Phan tich tinh Data Flows [Source-Sink] .
ik o=y > lién ung dung " | AFCG ngudn
1 APK2 §
boeepent pmndeny
1 APKn E
g > Smali Code AFCG dich
> apkTool >
/
As
V7 4
ESA Receiver
+ ESAs
Application Interactor
»| | Activity Controller || UI Controller || Sensitive API tracer

Hé diéu hanh Android d3 dugc tuy chinh thanh phan Application
Framework

Y
———)

Log Analyzer |

Hinh 16. Chi tiét so dd hé théng ciia eDSDroid

24



MoO-dun ESA Builder (Expected Sensitive Action Builder) thuc hién qua trinh phan tich
tinh dé rat trich cac chudi hanh dong lién quan dén viéc gy ra cac ludng di liéu nhay cam trén
lién g dung. Trong nghién ctru nay chung t6i goi 1a ESAs (Expected Sensitive Actions).

M6-dun ESA Receiver (Expected Sensitive Action Receiver) 1a mot Gmg dung dung dé
nhan ESA tir ESA Builder trudc khi giri dén mo-dun Application Interactor.

M6-dun Application Interactor dugc ding dé twong tac voi cac tng dung thong qua céac
chudi hanh dong trong ESAs. Bén canh do, chiing t6i thu thap thong tin lién quan dén cac ham
nhay cam trong qué trinh wong tac véi cac tmg dung dugc kiém tra. Trong nghién ctru nay,
chung t6i chinh stra thanh phan Application Framework ctia hé diéu hanh Android dé thyc hién
qua trinh tuong tac vdi cac ung dung va thu thap thong tin ham nhay cam thay vi st dung
Xposed Framework [64] va AndroidViewClient [65]. M6-dun nay c6 ba thanh phan con, bao
gom Activity Controller, Ul Controller va Sensitive API tracer. Trong d6, chting t6i xay dung
Activity Controller bang cach chinh sira 16p Activity class ciia thanh phan Application
Framework dé han ché viéc tuong tic v6i cac Activity khong co trong danh sach cac Activity
trong ESA. Ul Controller dugc xay dung bang cach chinh sira 16p View class trong Application
Framework dé diéu khién cac thanh phan giao dién lién quan dén cac sy kién trong ESA. Chiing
t6i chinh stra ma ngudn ctia Application Framework dé thu thap thong tin vé cac ham nhay
cam trude khi ghi log cac thong tin nay. Chirc nang nay goi la Sensitive APl Tracer. Thong tin
nay dugc thu thap bdi cong cu Android Logcat.

M6-dun Log Analyzer dugc ding dé thu thap va phén tich cac thong tin tr mo-dun
Application Interactor dé xac dinh cac ludng thong tin nhay cam c6 that sy dién ra khong. Hinh
17 trinh bay mot vi du vé két qua phan tich ciia mo-dun nay.

Data Flow 3:

Source: echoer - String.getString/()
Sink: echoer - Log.i()

Lpplication Interactor log:

F3FEFFEEFE53E554442D5Droid Log: Start Flow 2

Data Flow 10:
Source: S5endSMS - LocationManager.getLastEnownLocation()
Sink: echoer - Log.i|

Application Interactor log:
FEEEEE 444844444442 D5Droid Log: Start Flow 10
Src: org.cert.WriceFile.SubActivity->LocationManager getLastEnownLocation() called
Sink: org.cert.echoer.Mainfictivity->Log 1(3tring, String) called with params pl =

Hinh 17. Vi du vé théng tin cia két qua phan tich ludng dir ligu nhay cam

Nhu trinh bay & trén, hé thong dé xuat xac dinh danh sach cac ludng thong tin nhay cam
va chudi cac su kién ESAs twong tmg vdi cac ludng thong tin nay bang k¥ thuét phan tich tinh.
Tiép d6, hé thdng twong tac v4i cac tmg dung lién quan trong cac ESAs. Trong qua trinh twong
tac v6i cac ing dung, thong tin ctia cac ham nhay cam trong cac ludng thong tin s& duoc ghi
lai néu chung duoc tridu goi. Néu cac ham nay xuat hién trong dit liéu log sau khi twong tac
v0i cac ung dung thi chimg t6 luéng thong tin nhay cam nay that sy dién ra. Vi du trong Hinh
17 cho thdy ham nhay cam trong luéng thong tin thir 10 dugc triéu goi trong luc twong tac voi
g dung, chimg t6 ludng nay that sy gay thét thoat thong tin nhay cam. Trong khi do, ludng
thong tin th 9 khong that sy dugc goi trong qua trinh phan tich dong.

Két qua thir nghiém cho thay, phuong phap eDSDroid giai quyét duge han ché cua ba
phuong phap DidFail, IACDroid va eddLeak. Cu thé, n6 khong phat hién nhim 5 tinh hudng
ma ca DidFail, IACDroid va eddLeak gdp phai. Bang 6 trinh bay két qua so sanh giita DidFail,
IACDroid, eddLeak va phuong phap eDSDroid duoc dé xuat. Két qua thir nghiém cho théy,
mac du d6 do Precision (p) cua eDSdroid (96,07%) cao hon so v6i cac phuong phap dé xudt
trwdc tuy nhién van con tinh trang phat hién nham va khong phat hién duoc cac ludng dir licu
lién 16p thanh phan. Do eDSDroid thy hién qua trinh phén tich tinh tru6c nén khong giai quyet
duoc truong hop cac thong tin ham giao tiép lién tmg dung phat sinh dong. Dan dén that bai
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trong nhom tinh huéng Dynamic Content. Diéu nay, la dong luc dé chung t6i thye hi¢n dé xuét

ké tiép trong phan sau.

Bang 6. Két qua so sanh giira phwong phap eDSDroid véi DidFail, IACDroid va eddLeak

DidFail

IACDroid

eddLeak

)
O
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o
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o

Data Set
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T tinh
T hudng

Tinh hudng

7
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lui“mg
thuce
té
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rmission? +
ntcintentActivityPe
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22

Shared file

ntcWriteFile5 +
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ntcReadFile6
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ntcWriteFile7 +
ntcReadFile7
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Shared file

ntcWriteFile8 +
ntcReadFile8 +
ntcReadAndWriteF
ile8
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Shared file

ntcWriteFile9 +
ntcReadFile9 +
ntcReadAndWriteF
ile9

27

Shared file

ntcWriteFilel0 +
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ntcReadFilel0 +
ntcRead AndWriteF
ile10
Shared file | ntcWriteFilell + 1 ofoj111}0|0}21)j0|0O]212]0]O
28 ntcReadFilell  +
ntcReadAndWriteF
ilell
Shared file | ntcSharedFileChai 1 0|01 1100|2002 |00
nl+ +
29 ntcSharedFileChai
n200
Content ntcContentProvider 1 0 0 1 1 0 0 1101012 |0] O
30 provider 1 +
ntcContentProvider
2
Content ntcContentProvider 1 010 1 1 10]0 1(0(0] 1|0 O
31 provider 3 +
ntcContentProvider
4
Content ntcContentProvider 1 ojoj1{1(0(0(2|0jO0O]1]|0]0O
32 provider 5 +
ntcContentProvider
6
Dynamic | ntcDynamicConten 1 ojo0oj1{0(0|2;0(|0|2]0]|0]1
33 Content t1 +
ntcDynamicConten
t2
Dynamic ntcDynamicConten 1 0] 0 1701]0 1 0O|0(1|]0]0]|1
Content t3 +
ntcDynamicConten
34
t4 +
ntcDynamicConten
t5
Dynamic ntcDynamicConten 1 0] 0 110]0 1 0|0(1|]0]0]|1
35 Content t6 +
ntcDynamicConten
t7
Dynamic ntcDynamicConten 1 0] 0 110]0 1 0|0(1|]0]0]|1
Content t8 +
ntcDynamicConten
36
t9 +
ntcDynamicConten
t10
Inter ntcinterLayerl + 1 0] O 110 1 1 0O|1(1|j0 (1|1
37
Layer ntcinterLayer2
Inter ntcinterLayer3  + 1 0] O 110 1 1 0O|1(1|j0 (1|1
38
Layer ntcinterLayer4
Tong so 55 16 | 5 |37 47| 7 | 6 |49 |56 |49 |2 6
T Precision p = TP/(TP+FP) = 76,19% 87,04% 90,74% 96,07%
) M/(M+[X1)
n Recall r = TP/(TP+FN) = 30,19% 88,68% 89,09% 89,09%
g M/(M+0)
F1 measure = 2pr/(p+r) 43,24% 87,85% 89,91% 92,45%
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3.3.1.4 Dé xuat phuong phap cai thién dd chinh xac cia viéc phan tich ludng dik liéu lién
rng dung bing cach két hep phan tich tinh va phén tich déng

Trong phan trudce, chung toi dé xut phuong phap cai thién d¢ chinh xac cua két qua phan
tich tinh bang k¥ thuat phan tich dong, tuy nhién né van con gip mot s han ché trong viéc
phan tich cac ing dung st dung k¥ thuét phat sinh dir liéu dong trong qua trinh thyc hién ludng
dir liéu nhay cam lién tng dung. Trong phan nay, chung toi dé xuat phuong phap (dat tén la
uitHydroid) két hop phan tich tinh va dong dé giai quyét cac han ché nay nham cai thién do
chinh xac. Hudng tiép can nay khong can chinh stra ma ngudn ctia hé diéu hanh Android nhu
cac cong trinh [34] va eddLeak. Viéc tuong tac 1én tat ca cac thanh phan giao dién trong qua
trinh phan tich dong [66] ton nhiéu thoi gian. Viéc xac dinh cac thanh phan giao dién can twong
tac trong qua trinh phan tich dong nhu [32] gitip ich giam thoi gian phan tich. Tuy nhién cong
trinh [32] chi phan tich trén tmg dung don. Cong viée ké tiép cta luan an 1a xuit mo rong cho
phép phan tich trén lién tng dung. Noi dung cta phuong phap nay dugc cong b trong Tap chi
ClusterComputing (Springer, ISI, IF=2.04) [CB1].

Cac ing dung Android chira nhiéu Activity. Mdi Activity cé chira nhiéu thanh phan giao
dién. C6 nhiéu loai thanh phan giao dién nhu Button, Edit Text, Text View,... Nguoi dung co
thé tuong tac voi cac ung dung thong qua cac thanh phan nay. Dé phat hién mot tng dung co
gay thit thoat thong tin nhay cam hay khong, chiing ta phai thuc hién viéc twong tac 1én tng
dung dé kich hoat hanh vi nay cua chiing. Viéc twong tac nay co thé theo cach vét can, tirc 12
tuong tac 1én tat ca cac thanh phan giao dién. Tuy nhién viéc nay ton nhiéu thoi gian. Thay vao
d0, ta chi can twong tac 1én cac thanh phan giao dién c6 kha ning gay ra that thoat théng tin
nhay cam dé rat ngin thoi gian phan tich. Y tuéng chinh cua phuong phép nay 1a dung phan
tich tinh dé x4c dinh thanh phan giao dién lién quan dén cac ludng dir liéu. Thong tin c6 dugc
tir qua trinh phan tich tinh s& giup dinh hudng qua trinh phan tich dong dé qua trinh phan tich
dong dién ra nhanh hon. Tuy nhién, trong qua trinh phan tich tinh, mot s duong di bi gian
doan do thong tin ctia cac thanh phéan ké tiép chi co thé xac dinh dya vao thong tin nguoi ding
tuong tac. Trong phan tich dong, uitHyDroid tuong tic v6i cac thanh phan giao dién lién quan
dugc xac dinh trong qua trinh phén tich tinh. Viéc tuong tac nay gitp phat sinh thong tin cta
thanh phan/img dung ké tiép thong qua ham thyc hién giao tiép lién thanh phan (ICC) va giao
tiép lién tmg dung (IAC). Viéc thu thap cac thong tin ICC va IAC trong lic phén tich dong
dugc thuc hién boi mot mo-dun st dung k¥ thuat hook (Xposed Framework [67]). Piéu nay
cho phép phan tich dong ma khong can phai chinh stra ma ngudn cta hé diéu hanh Android.

Hinh 18 trinh bay so do hé thong ctua phuong phap uitHyDroid. Hé théng c6 ba phan
chinh: Data Path Collector, Automation Operator va IAC Collector. Data Path Collector
1a thanh phan xéc dinh cac thanh phan giao dién can twong tac theo cac ludng dir liéu duoc xac
dinh trong qué trinh phén tich tinh. Trong khi d6, Automation Operator tién hanh viéc tuong
tac 1én cac thanh phﬁn giao di¢n, con IAC Collector thuc hién vi¢c thu thap thong tin cua cac
giao tiép lién tmg dung dé hd trg trong viée xac dinh cac thanh phan ting dung hoic ing dung
ké tiép trong qué trinh phén tich dong.
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Hinh 18. So d6 hé théng ciia phwong phap uitHydroid

Két qua thir nghiém phuong phap dé xuat dugc trinh bay trong Bang 7 cho thiy phuong
phap uitHyDroid chinh x4c hon eDSDroid trong viéc phan tich cac tinh huéng phat sinh thong
tin giao tiép lién ing dung dong. Két qua thir nghiém cho thay, mic du do do Precision (p) cua
uitHydroid (96,36%) cao hon so v&i cac phuong phép dé xuét trude tuy nhién van con tinh
trang phét hién nham va khong phat hién dugc cac ludng dir liéu lién 16p thanh phan. Pay 1a
hudng nghién ctru trong tuong lai cta luan an.

Bang 7. Két qua thir nghi¢m phwong phap uitHyDroid so sanh véi DidFail, IACDroid, eddLeak va
eDSDroid
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Inter Layer | ntcinterLayer 1 0|0 110 1 110 1 110 1 110 |11
3 +
38 ntcinterLayer
4
Tong s6 55 16 |5 |37 (47| 7 | 6 |49 |5 | 6 |49 | 2 |6 |53]|2] 2
T Precision p = TP/(TP+FP) 76,19% 87,04% 90,74% 96,07% 96,36%
) = M/(M+[x])
n Recall r = TP/(TP+FN) = 30,19% 88,68% 89,09% 89,09% 96,36%
g M/(M+0)
F1 measure = 2pr/(p+r) 43,24% 87,85% 89,91% 92,45% 96,36%

Dé danh gia tinh hiéu qué cua viéc tuong tac 1én cac thanh phan giao dién can thiét thay
vi tuong tac Ién tat ca, chung t61 dinh nghia mot s6 cong thirc sau:
Goi t 14 thoi gian thao tac trén mdt thanh phén giao di¢n.

Goi Np 12 s6 thanh phan giao dién cua toan (mg dung.
Goi Tp 1a thoi gian dé thao tac trén tat cd cac thanh phan giao dién.

, . Tb =t X Nb (1)
Goi Na la so thanh phan giao dién ma cac duong dir liéu di qua.
N, <N, (2)

Goi Ta la thoi gian dé thao tac trén cac thanh phan giao dién theo cac duong dir lidu di
qua.

T,=t XN, (3)

Tir (1), (2) va (3) ta co: T, <T, (4)

Tir ¢6ng thic (4) ta thay viéc kiém thir cac truong hop ro ri théng tin bang cach thao tac
trén céc thanh phan giao dién lién quan dén cac duong di cua dir liéu nhay cam s& nhanh hon
S0 V&i Viéc thao tac trén tat ca cac thanh phan giao dién nhu mét s6 giai phap trude day [68].

Trong nghién ciu nay, ching toi goi ty sé f = z—‘; biéu dién tinh hiéu qua cta viéc turong

tac theo kich ban thay vi twong tac theo thuat toan duyét theo chiéu sau (vét can). Ty sb f cang
nho chimg to hiéu qua cia viéc twong tac theo kich ban cang cao. Két qua phan tich dir liéu
thir nghiém cho thiy ty 1& f co gid tri thap. Gia tri trung binh cua f la f = 37.22%. Két qua
nay cho thay, ty 1& cac thanh phan giao dién can dugc tuong tac trén moi tng dung la kha it so
v6i tong s cac thanh phan giao dién trong truong hop muon kich hoat cac hanh dong gay ro
ri thong tin nhay cam. Phat hién nay cho thiy su can thiét phai thuc hién budc phan tich tinh
dé dinh huéng cho viéc phan tich dong hiéu qua hon.

Dé danh gia hiéu qua vé mat thoi gian trong qua trinh thyc hién phan tich, ching t61 thur
nghiém phuong phap dé xuét va hudng tiép can tuong tac 1én tat ca cac thanh phan giao dién
theo thuat toan duyét theo chiéu sau. Thoi gian phén tich ctia hudng tiép can dé xuat bao gom
thoi gian cua qua trinh phan tich tinh va phan tich dong, trong khi do thoi gian phan tich cua
huéng tiép can duyét theo chiéu sau chi bao gdm thdi gian thuc hién qua trinh phén tich dong.
Tuy nhién, két qua thir nghiém cho thiy thoi gian phan tich trung binh theo hudng tiép can ciia
luan 4n bang 42% so voi huéng tiép can duyét theo chidu sdu. Nhu vay giai phap dé xuit hiéu
quéa hon so véi cac nghién ctru lién quan hién tai, ca vé kha nang phan tich lién Gmg dung va
tdc do.

Mic du vay, trong cac dé xuat trudce ciia luan an cling nhu cac cong trinh lién quan, ching
tap trung vao viéc phat hién that thoat thong tin trong mot hodc mot nhém Gng dung. Chung
chua xét dén ngir canh sir dung g dung do, tc chua xet dén chirc nang cua cac ing dung khi
phén tich. Tuy nhién, trong thyuc té, chung ta thiy rang c6 mot s tmg dung dugc phat trién dé
thuc hién mot sb chirc nang cu thé, trong s6 d6 c6 thé co cac chirc nang lién quan dén viéc gui
thong tin nhay cadm ra khéi thiét bi. Vi du, ung dung goi xe taxi s€ thu thap vi tri cia hanh
khach va giri dén méy chu trude khi chia sé cho tai xé. Trong truong hop nay, tng dung goi xe
s& dugc danh ddu 13 gay thét thoat thong tin boi cac k¥ thuat phat hién hién tai mic du Gng
dung nay duoc viét ra 1a dé thuc hién diéu d6. Nhu véy, khi phat hién mot ung dung gay that
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thoat thong tin chung ta can thiét phai kiém tra xem hanh vi d6 c6 phai 1a chic ning duge mo
ta cua img dung hay khong trudc khi canh bao cho nguoi dung.

Nhan thire duge van dé nay trong qua trinh thyc hién luén an, ching tdi bude dau d& xuat
phuong phap giam ty 1¢ phat hién nham dbi vé6i cac ung dung ¢ chirc ning giri thong tin ra
khoi thiét bi bang cach phén tich noi dung ciia théng tin mo ta cua Umg dung va hanh vi khi
phan tich tap tin APK cua chung nhu Hinh 19. Véi gia dinh rang, cac nha phat trién Gmg dung
s& mo ta cc chirc ning cia ing dung trong phan mé ta (App Description) va chinh sach bao
mat (Privacy policy) trén cac chg ing dung.

Sensitive
» Data Flow Data
Analyzer Flow
S
Sensitive
—> App Checker _>
Downloader
Google Play =
=\_ __,| MetaData
= Analyzer Feature

App Description / Privacy
policy

Hinh 19. Hé thong kiém tra méi lién h¢ giira théng tin md ta va hanh vi cia wng dung

Trong hé thong dé xuat nay, mo-dun App Downloader chiu trach nhiém tai cac dir liéu
dang meta data cua ing dung trén chg ung dung nhu thong tin mo ta, chinh sdch bao mat va
tap tin cai dat (apk) ctua tng dung. M6-dun Meta Data Analyzer chiu trach nhiém phan tich
thong tin md ta va chinh sach bao mat cua Gng dung dé rat trich cic hanh vi chirc ning
(Sensitive Feature) cua tmg dung (vi du: danh sach ham truy cép dir liéu nhay cam, ham gui
dit liéu ra khoi thiét bi va quyén han tuong Umg voi cac ham nay). Thong tin vé Sensitve Feature
tir mo-dun Meta Data Analyzer dugc ding dé kiém chung cac két qua phén tich ciia mo-dun
phan tich tap tin cai dat (APK) cua ung dung. M6-dun Sensitive Checker s& chiu trach nhiém
kiém tra két qua phan tich cia mo-dun Sensitive Data Flow la Sensitive Data Flow c¢6 nam
trong nhdm hanh vi (Sensitive Feature) dugc mo ta trong thong tin mo ta va chinh sach bao
mat hay khong. Néu cd, tirc 1 viée that thoat thong tin ctia img dung 1a chirc ning binh thudng
ctia ing dung lac d6 hé thong chi ghi nhan ma khong canh bao cho nguoi ding. Nguoc lai,
viéc that thoat thong tin cua Gng dung 13 khong binh thudng va can phai canh bao cho ngudi
dung.

Mot phan ndi dung cta dé xuat nay da dugc cong bd trong tap chi Thong tin va truyén
thong (CBY). Vi mang xir 1y ngon ngit tw nhién khong phai 1 thé manh cta chung t6i, nén dé
Xuat ndy ctia chiing t6i chi dung lai & murc dé xuat mo hinh va sir dung cac ky thudt xtr ly ngon
ngir tw nhién don gian. Do d6 két qua cua viéc phan tich mo ta img dung bang xir 1y ngdn ngir
tu nhién con han ché. Tuy nhién, huéng tiép can nay hira hen nhiéu két qua kha quan trong
tuong lai néu dugc két hop v6i cac nhom nghién ctru manh vé xir Iy ngon ngir ty nhién.

3.3.2 D@ xuat phwong phap phat hi¢n that thoat thong tin nhay céam trong thanh phan
Application Framework caa hé dieu hanh Android

Véi gia dinh rang, thanh phan ung dung cai sin an toan, hodc tham chi loai bo cac tng
dung cai sin trong cac firmware Android thi van chua thé két luan né an toan, vi nguy co gdy
that thoat thong tin nhay cam cé thé ton tai trong cac thanh phan khac nhu Application
Framework, Linux Kernel. Chinh vi thé viéc phan tich thanh phan Application Framework co
¥ nghia quan trong trong bdi canh nay. Trong phan ndy, chiing t6i dé xuat phwong phap phat
hién that thoat thong tin nhay cam trong thanh phan Application Framework ctia h¢ diéu hanh
Android bang cach ap dung phuong phap phan tich ludng dir liéu trén tng dung. Mot phan noi
dung cua phuong phap nay duoc trinh bay tai hoi nghi FAIR2017 [CB5] va MDM2017 [CB6].

Thanh phan Application Framework trong hé diéu hanh Android chira nhiéu 16p lién quan.
Khi khéi dong h¢ thong, cac 16p nay duoc tai 1én b nhd dé cac ung dung c6 thé sir dung cac
chtrc ning cung cp boi cac 16p nay. Twong tw nhu cach thirc phan tich cac tap tin APK. Chiling
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ta can phai xac dinh diém bét ddu cho Application Framework (giéng nhu ham main trong ting
dung Java). Trong nghién ctru nay, dé tao diém bat dau cho qua trinh phan tich ludng dir liéu
trong Application Framework, chung t6i tao ham main do cho cac ham trong Applicaition
Framework. Tuy nhién, khong giéng nhu cac tng dung Android, Application Framework
Android ¢6 rit nhiéu ham (mdi Application Framework cé trung binh 65,100 ham, tiy ting
phién ban ctia Hé diéu hanh Android). Do d6, chung toi tién hanh lia chon cac ham khac biét
giita Application Framework can phan tich va Application Framework tir firmware chudn cia
Google trudce khi tién hanh tao ham main éo. Quy trinh dugc thuc hién theo ba budc chinh:

Budce 1: Liét ké cac ham khac biét so vdi c&c ham trong firmware Android chuén. Trong
nghién ctru nay, firmware chuan duge hiéu 1a firmware tir Google hoac la firmware da duogc
danh dau 13 an toan trong nhiing lan phan tich trudc.

Budc 2: Tao ham main 4o cho cidc ham dugc lua chon & bude 1.

Budc 3: Sau khi liét ké duoc cac ham khéc biét va tao dugc ham main ao, chung toi tién
hanh phéan tich ludng thong tin nhay cam trong Application Framework nhu phuong phap phén
tich ludng dir liéu nhay cam bang k¥ thuat phan tich tinh da trinh bay trong de Xuat trén.

Trong nghién ctru nay, chiing toi 1an luot thir nghiém phuong phap dé xuat voi bo dir lidu
thir nghiém uitCustomROM-Bench do nhém ty phat trién dugc mé ta trong Bang 3 va 290
firmware Android tai tir Internet.

Hé théng dé xuat duogc trién khai trén hé théng may tinh véi cdu hinh phan ctimg dugc
trinh bay trong Bang 8.

Bang 8. Cau hinh phin cing caa hé théng thir nghiém

Thanh phan Théng s6 cau hinh
CPU Intel Core i7-4720HQ
Memory 16 GB

HDD 1TB, 7200 rpm

Két qua thir nghiém cho thdy hé thong phat hién chinh xac cic trudng hop gy that thoat
thong tin nhay cam ting Application Framework trong cac firmware Android tily bién do nhém
tu phat trién.

Listing 1 mo ta mot két qua phan tich ctua phuong phap dé xuat ddi v6i mau thir thir 5
trong Bang 3. Két qua phan tich nay cho thiy, hé thong phat hién diing truong hop that thoat
thong tin nhay cam trong thanh phan Application Framework.

Listing 1: M@t vi du cia két qua phan tich ting Application Framework ciia ROM Android

{
"analyzeTime": {
"date": {
"year": 2017,
"month": 4,
"day": 27
bo
"time": {
"hour": 14,
"minute": 33,
"second": 50,
"nano": 60000000
}
}I
"totalDuration": {
"seconds": 19,
"nanos": 671000000
b
"systemInfo": {
"memorySpeed": "2133",
"os": "Microsoft Windows 10 Pro",
"availableMemory": "9566780",
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"processor": "Intel (R) Core(TM) 17-4720HQ CPU @ 2.70GHz"

b

"frameworkName": "Leak IMEI Socket.jar",

"frameworkHash":
"1216c927¢c6d7206d1007fef5bd269f06e05%9a5740b667eebal29cd25£353fec7",

"sizeInByte": 6576366,

"numberOfAnalyzeMethods": 6,

"analyzeMethods": [

"<android.hardware.camera?.CameraManager:
android.os.PowerManagerS$WakeLock -
get0 (android.hardware.camera?.CameraManager)>",

"<android.hardware.cameraZ2.CameraManager$l: void
onTorchModeChanged (java.lang.String,boolean)>",
"<android.hardware.camera?.CameraManager$l: void
onTorchModeUnavailable (java.lang.String)>",
"<android.hardware.camera2.CameraManager$l: void
<init>(android.hardware.camera?.CameraManager) >",
"<android.hardware.camera?.CameraManager: void

<init> (android.content.Context)>",
"<android.app.Activity: void onCreate (android.os.Bundle)>"

1,

"numberOfFlow": 1,
"flows": [
{
"source": "$r9 = virtualinvoke

$rl19.<android.telephony.TelephonyManager: java.lang.String
getDeviceId()>()",
"sink": "virtualinvoke $r2.<java.io.DataOutputStream:

writeUTF (java.lang.String)>($r9)",

void

"sourceMethod": "<android.telephony.TelephonyManager:
java.lang.String getDeviceId()>",

"sinkMethod": "<java.io.DataOutputStream: void
writeUTF (java.lang.String)>",

"pathLength": 2,

"path": [

"virtualinvoke $r2.<java.io.DataOutputStream: void
writeUTF (java.lang.String)>($r9)",

"$Sr9 = virtualinvoke
Srl19.<android.telephony.TelephonyManager:
getDeviceId()>()"

]

java.lang.String

}

}

Dé thir nghiém kha nang phan tich cac firmware Android tily bién tir cac dién dan chia sé
trén Internet, ching t6i tién hanh phan tich 290 firmware Android tiiy bién duoc tai tir cac
ngudn khac nhau. Trong gidi han vé s lugng firmware Android tiiy bién dugc tai nay, ching
t61 chua phat hién nguy co bao mat & muc Application Framework trong thé gidi thue. Két qua
phan tich dugc trinh bay trong Bang 9.

Bang 9. Két qua rut trich thanh phan Linux Kernel

SO lwong | S6 Tinh huong | Thoi gian Thoi gian phan
firmware | irng ro ri thong rut trich tich
Tén hang dung | tintrong cac thanh Application
trung | Application | phén (gidy) | Framework
binh Framework
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uitCustomROM | 10 348 Co 78,01 19,62
Bench

Asus 27 116 Khoéng 90,21 20,11
LG 32 102 Khong 140,33 19,22
Motorola 28 77 Khong 70,49 18,92
Nexus 24 160 Khéng 121,42 20,01
Samsung 30 109 Khong 118,87 19,88
Sony 29 85 Khong 79,99 21,72
Khac 120 125 Khong 88,52 20,92

Nhu viy, voi cac dé xuét ndy, huéng tiép can cta luan an c6 thé cho phép phat hién that
thoat théng tin nhay cam qua nhiéu ing dung va thit thoat thong tin nhay cam trong thanh
phan Application Framework ctia hé diéu hanh Android. Nghién ctru twong lai ctia ludn 4n 1a
mo rong phan tich cac loai giao tiép covert chanel, phan tich thanh phan khéac cta hé diéu hanh
Android nhu Linux Kernel va phan tich mdi quan hé giita cic thanh phan thay vi phan tich
timg thanh phan riéng biét nhu hién tai dé phat hién cac ludng dit liéu nhay cam lién 16p thanh

phan.
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Chuong 4. KET LUAN

4.1 Céc két qua dat dwoc

Luén an c6 ba dong gop mdi chinh nhu sau:

Thi nhét, ludn 4n dé xuat phuong phap cai thién d6 chinh xac cta viéc phat hién that thoat
thong tin nhay cam trong céc tmg dung Android. Cu the phuong phéap dé xuat cho phép mo
rong cac loai giao tiép lién tng dung, kiém tra kha ning ton tai cua cac giao tiép lién ing dung,
tiét kiém thoi gian trong qua trinh phan tich dong. Mot phan ndi dung ciia dong gop nay duoc
dang trong tap chi Cluster Computing (Springer, ISL, IF: 2.04) [CB1, CB2], ky yéu hoi nghi
ICISA2016 (Springer) [CB3] va ICCSN2017 (IEEE) [CBS5].

Tht hai, luan 4n dé xuét phuong phap ap dung ky thuat phén tich ludng dit liéu trong tmg
dung Android dé phat hién that thoat thong tin nhay cam trong thanh phan Application
Framework trong firmware Android. Mot phan ndi dung cta phuong phap nay duoc trinh bay
tai [IEEE MDM2017 [CB4], FAIR2017 [CB6]

Thir ba, dong gop vé mac ky thuat trong viéc phat trién cac cong cu phuc vu cho qua trinh
thuc hién cac dé xuat cta luan an. Mic du, dong gop thtr ba mang tinh k§ thuét 1a chi yéu, tuy
nhién cong strc ma chiing t61 bd ra 1a dang ghi nhén trong qua trinh thuc hién ludn an.

Bén canh d6, mot dong gép phu khéc cua luan an 1a xay dung bd dit li¢u thir nghiém co
s6 kich ban chira ddy di trudng hop gay thit thoat thong tin nhay cam hon. Pay duoc xem la
dong gop gia tri cho cong dong nghién ctru trong linh vuc nay. B dit liéu thir nghiém nay nhan
duge y kién phan hoi tich cuc tir cac nhom nghién ctru lién quan. Mot phan ndi dung cta dong
gop nay dugc trinh bay tai hoi nghi ICCAI2019 [CB8] (ky yéu xuét ban bai ACM).

4.2 Céc cong bé trong luan an
4.2.1 Céc codng bé chinh caa luan an

42.1.1 Tapchilsl

Trong qué trinh thyc hién luan an, nghién ctru sinh d4 tham gia cong bd cac két qua chinh
ctia luan 4n trong tap chi khoa hoc chuyén nganh nam trong danh muc ISI (SCIE) duoc xuét
ban boi Springer véi Impact factor 14 2.04. Cu thé:

[CB1] Nguyen Tan Cam, Van-Hau Pham, Tuan Nguyen, 2017, “Detecting sensitive data
leakage via inter-applications on Android using a hybrid analysis technique”, Cluster
Computing - The journal of networks software tools and applications, ISSN: 1386-
7857, Springer, 1SI (SCIE), Impact factor: 2.04, (2017)
https://doi.org/10.1007/s10586-017-1260-2

[CB2] Ly Hoang Tuan, Nguyen Tan Cam, Van-Hau Pham, 2017, “Enhancing the accuracy
of static analysis for detecting sensitive data leakage in Android by using dynamic
analysis”, Cluster Computing - The journal of networks software tools and
applications, ISSN: 1386-7857, Springer, ISI (SCIE), Impact factor: 2.04, (2017).
https://doi.org/10.1007/s10586-017-1364-8

4.2.1.2 Ky yéu hai nghi khoa hoc

Trong qué trinh thuc hién ludn 4n, nghién ctru sinh da tham gia bao cdo cac két qua nghién
ctru chinh cda ludn 4n tai cac hdi nghi khoa hoc quéc té vai ky yéu duoc xuit ban boi cac nha
xuat ban Springer va IEEE, ciing nhu cac hdi nghi khoa hoc uy tin trong nudc nhu hdi nghi
FAIR. Cuy thé:

[CB3] Nguyen Tan Cam, Van-Hau Pham, and Tuan Nguyen, 2016, "Android Security
Analysis Based on Inter-application Relationships,” in Proceedings of Information
Science and Applications (ICISA) 2016, Springer. DOI: 10.1007/978-981-10-0557-
2 68
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https://doi.org/10.1007/s10586-017-1260-2
https://doi.org/10.1007/s10586-017-1364-8

[CB4] Nguyen Tan Cam, Van-Hau Pham, Tuan Nguyen, 2017, “Sensitive Data Leakage
Detection in Pre-Installed Applications of Custom Android Firmware”, in Proceedings
of the 18th IEEE International Conference on Mobile Data Management (MDM2017).
IEEE, DOI 10.1109/MDM.2017.56. Rank C (ERA)

[CB5] Phan The Duy, Nguyen Tan Cam, Van-Hau Pham, 2017, “eddLeak: Enhancing
precision of detecting inter-app data leakage in Android applications”, in Proceeding
of 2017 IEEE 9th International Conference on Communication Software and Networks
(ICCSN2017). IEEE. DOI 10.1109/ICCSN.2017.8230197

[CB6] Nguyen Tan Cam, Van-Hau Pham, Tuan Nguyen, 2017, “Detect security threat in
android custom firmware by analyzing applications framework and default settings”,
in Proceedings of the 10th National Conference on Fundamental and Applied
Information  Technology Research (FAIR'10), ISBN: 978-604-913-614-6,
DOI:10.15625/vap.2017.00011.

4.2.2 Céc cdng bd phu lién quan dén luan an

Ngoai cac cong bd chinh, chiing toi cong bd cac cong bd phu lién quan dén ndi dung cua

luan an. Cu thé:

[CB7] Nguyén Tan Cim, Pham Vin Hau, Nguyén Anh Tuén, 2017, “Phat hién nguy co giy
that thoat thong tin trén thiét bi Android bang k¥ thuat phan tich dong”, Tap chi Thong
tin va truyén théng, ISSN 1859-3550, trang 17-23, S6 551(741) 12/2017.

[CB8] Nguyen Tan Cam, Nghi Hoang Khoa, Le Duc Thinh, Van-Hau Pham, Tuan Nguyen,
2019, Proposing Automatic Dataset Generation System to Support Android Sensitive
Data Leakage Detection Systems, In the proceeding of 5th International Conference on
Computing and Artificial Intelligence (ICCAI 2019), ACM.

[CB9] Nguyén Tan Cam, Nguyén Van Tam, Van Hong Thu, Ung Vin Giau, Pham Vian Hau,
Nguyén Anh Tuan, 2018, “Panh gia mbi lién hé giita thong tin md ta va quyén han cia
tmg dung Android”, Tap chi Théng tin va truyén thong, 1ISSN 1859-3550, Trang 108-
113, Special Issues cua SolS2018, 2018.

4.2.3 Giai phap hitu ich lién quan dén luan an

Trong qua trinh thuc hién luén an nay, chung t61 da dang ky 02 giai phéap hiru ich lién quan

dén cac noi dung chinh ctda luén an. Cu thé:

[SC1] “Hé théng phan tich nguy co gdy that thoat thong tin nhay cam trong céac thiét bi
Android”, quyét dinh s6 73 924/0D-SHTT cua Cuc so hitu tri tué, Bo Khoa hoc va Cong
nghé ngay 24/10/2017.

[SC2] “Hé thong phan tich ROM Android tily bién dé phat hién ro ri thong tin nhay cam”,
quyét dinh s6 37370/0D-SHTT cua Cuc so hitu tri tué, Bo Khoa hoc va Cong nghé
ngay 31/05/2018.

4.2.4 Cac @@ tai da tham gia

Trong qua trinh thyc hién luan 4n, nghién ciru sinh da tham gia hai dé tai nghién ctru khoa
hoc. Trong do, mdt dé tai thudc S khoa hoc va Cong nghé, dé tai con lai thude Pai hoc Quéc
gia TPHCM. Cu thé:

Tham gia d& tai “Xay dung hé thong phat hién spyware trén nén tang Android” véi vai tro
thanh vién. Py 14 dé tai cap So khoa hoc va cong nghé Thanh phé H6 Chi Minh, thoi gian
thue hién 2015-2017, da duoc nghiém thu voi két qua Kha.

Bén canh d6, nghién ctru sinh tham gia dé tai “Mot huéng tlép can trong viéc danh gia an
toan thong tin ROM Android” véi vai tro thanh vién. Pay 1a dé tai B, Pai hoc Quéc gia
TPHCM, thoi gian thyc hién 2016-2018, da nghiém thu véi két qua Tét.
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4.3 Han ché va hwéng phat trién caa luan an

4.3.1 Hanché

Phan tich cac 16p thanh phﬁn (layer) cua hé diéu hanh Android mét cach riéng biét: Luan
an phan tich thanh phan tng dung cai sdn va Application Framework mot cach riéng biét. Tuy
nhién, trong thyc té, c6 thé co cac luéng dir liéu bat ngudn tir 16p thanh phan nay nay va két
thuc & 16p thanh phan khac, hodc ludng dit liéu qua cac 16p thanh phan khac nhau dé thuc hién
viée gy thit thoat dit liéu nhay cam. Do do, tai thoi diém hién tai, ludn 4n chwa thé phat hién
cac ludng dir liéu lién 16p thanh phan.

M5t han ché nita cua luin an nay la chua c6 b dir li¢u thtr nghiém chuin du 16n dé danh
gia phuong phap dé xudt va cac nghién ctru lién quan. Hién tai, cong dong cac nhoém nghién
ctru lién quan dén linh vuc nghién ctru nay chi st dung DroidBench. Do dé, viéc mé rong
dataset nay ciing 1a mot cd gang cua nghién ciru sinh trong qua trinh thuc hién luan 4n nay.

4.3.2 Hudéng phat trién caa luan an

Véi giai phap phén tich nguy co gy ro ri thong tin nhay cam trén nhiéu tng dung trong
ludn an giup phat hién cac truong hop tan cong cong tac co the mo rong trong tuong lai dé
danh gia, gom nhom céc tng dung nao trén cho Gng dung c6 mbi lién hé voi nhau trong viée
thuc hién tén cong cong tac. Hién chiing toi phat trién thém cong cy tai tu dong cac tmg dung
Android mién phi tr Google Play. Trong twong lai, ching toi s€ hoan thién cong cu nay dé tich
hop cung hé thong dé xuat trong luan an de tro thanh mot he thdng xay dung ban dd nguy co
bao mat trén cho tmg dung. Bén canh d6, can phat trién luan 4n theo hudéng cho phép phat hién
cac ludng dit lidu lién 16p thanh phan dé giup phén tich toan dién hon céc tinh hudng giy that
thoat thong tin nhay cam trong céc thiét bi st dung hé diéu hanh Android.
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